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How cyber-criminals make money 

and how you lose it 
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Cyber crime

It is not this kind of guy behind the attacks anymore:
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Cyber crime

It is this kind of guys:

... well organized, specialized criminals 

operating in the cyber-space
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Cyber crime

and they are after the money
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Cyber crime trends

►On a growth, despite the global economic crisis

►More malware seen in 2009 than in all previous years

►Technical level required to become a cyber-criminal 

is very low
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Some bad news...

The most likely place for you 

to be the target of a crime 

is on the Internet.
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Cyber crime

BTW, these were just amateurs / hobbists
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Outline

►How do they make money (and how you lose it)?

►How are they organized?

►How does your computer get infected

and your account compromised?



How do they make money?

Part 1:
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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How they make money

►SPAM

“... yes, it’s annoying – but is it profitable for spammers?”
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How they make money

►SPAM – selling ―goods‖

Security researchers did an experiment recently: 

►sent 350M spam messages during a 4-week period

►sold 28 “male enhancement” pills for $100 each

►conversion rate = 1:12.500.000 (very low)

►=> profit is still around $3000 in a month

Now, multiply these numbers to a real scale (Storm botnet size)

►$7000 per day; $2.5M per year

► tempting, isn’t it...? ;-)

►How you lose money

►buying advertised stuff...

►server time, disk space: at CERN, 90% of incoming mail is spam
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How they make money

►SPAM – ―Pump and dump‖ scam

Artificially inflating the stock price 

to sell it with profit

Procedure for criminals

1. buy the stock (especially “penny stocks”)

2. send spam messages that will “advise” recipients to buy that stock

3. when some of them do, and the price goes up, sell yours (with profit)

BTW, no interaction with the spammer needed

►and they usually collect their profit indirectly, using “mules”

►How you lose money

►buying “pump and dump” stock
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How they make money

►SPAM – advance-fee fraud (lottery or “419” scam etc.)

► “You won 10 million € in this e-mail lottery”

► “I inherited 65 million $. I need your help – you will get 20%”

►but  you need to advance some money first, “to cover expenses”

► there was a 2 million € (!) victim in France in 2008

►BTW, the scam is not new 

(called “Spanish prisoner” in XIX century)

►How you lose money

►sending money (or goods) to fraudsters
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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Scareware

►Fake Windows folder „scanner‖ (= an image)
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Cyber-security update - 17
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Scareware

►Fake „Blue Screen of Death‖
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Scareware

►Fake ―Google Tips‖

(added with malware that already infected your computer)

►BTW, “Google Tips” feature doesn’t exist!
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How they make money

►Scareware (fake/rogue anti-virus)

►scares you („Your computer is infected”), 

to trick you into buying a fake security/anti-virus product

►distribution: Web, e-mail (like malware)

►a „free scan” always reveals „infections”

►one license $50-80

► total revenue estimated at $34M monthly (in 2009)

►How you lose money

►paying for a fake anti-virus
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►“Copyright violation pre-trial settlement” scam

Fake “warnings” (by e-mail, Web, or your computer infected)

►How you lose money? paying that $400...    (do not!)

How they make money
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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How they make money

► The holy grail – getting your money directly

► from your e-banking, PayPal, eBay, on-line poker etc. accounts 

►by stealing your passwords, or hijacking sessions

►malware targeting thousands of different financial institutions

►online bank statements modified, to hide fraudulent transactions (!)

►bypassing “virtual keyboards” or multi-factor/”strong” authentication (!)

►How you lose money 

►When your e-banking sessions is taken over
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How they make money

►Using stolen credit cards

►stolen from online databases

 how many Web sites know your credit card numbers?

►used by criminals for buying good on-line

 especially non-physical goods, e.g. minutes for pre-paid mobiles

►also: debit cards copied when you use an ATM/cash machine

that was tampered with

►How you lose money

► if your bank refuses to cover the cost

►or if you don’t even realise you were robbed 

 do you check and understand (remember) each position 

on your monthly credit card statement?
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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How they make money

►Extortion / blackmailing

The Million Dollar Homepage:

►$50k demanded, not paid

►so the Web site went down,

following a DDoS (Distributed

Denial of Service) attack

Other victims:

►online gambling sites (often!)

►any company (especially those

that depend on their Web site

and are believed to have money)

► ... and victims keep silent 

(regardless if they pay or not)
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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How they make money

►Underground market
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How they make money

►Underground market

“1.5 million stolen Facebook IDs for sale” (Apr 2010)

►$25 to $45 per 1000 accounts (depending on the number of contacts)

trading also:

►30,000 € bank account - €2,000

►Confidential financial reports - $5,000 

►Product design documentation - $1,000

►Credit card and PIN - $500

►Social security number - $100

►Access to compromised machines (bots) – a few cents per machine

criminals offer “satisfait ou remboursé” guarantees!
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How they make money

►Selling criminal services and hacking toolkits to others

“I will take down any website ... for $50 per day”
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How they make money

►Selling criminal services and hacking toolkits to others

callservice.biz

►making fake confirmation phone calls ($10 per successful call)

►calls made by native English or German speakers

► to confirm to a bank a fraudulent transaction on victim’s bank account, 

authenticating with his personal details (mother’s maiden name etc.)

stolen earlier (with social engineering, from Facebook etc.)

►service ran by two Belarusians – stopped recently by FBI
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How they make money

►Selling hacking toolkits to others

►Modern toolkits come with advanced licensing schemas, user support, 

“satisfaction guarantees” etc.

►They offer simple GUIs for selecting infection types, payload, etc.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007Computer.Security@cern.ch — ―Computer Security Day‖ — slide 33

How they make money

►Selling 

criminal 

services 

and 

hacking 

toolkits 

to others
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►Spam and hoaxes $

►Scareware $

►E-banking,  credit cards $

►Extortion

►Underground market

►Other

How they make money

$  = targeting directly your money
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How they make money

► Illegal online gambling sites / casinos

(only ~20% of online casinos 

are officially registered 

in countries they operate)

►How you lose money

►you don’t receive money for big wins

►win-lose ratio lower than legally required

►your credit card numbers stolen and sold/abused
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How they make money

►Other cyber-criminal activities (just some examples)

auction site, and online selling-buying fraud

► “usual” stuff – you don’t get the goods you paid for; 

or you don’t get the money for the goods you sold and sent

illegal online pharmacies

click fraud

etc. etc. etc.



How are they organized?

Part 2:
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Cyber crime gangs

►Highly specialized

►Different ―jobs‖

►coders, programmers

►distributors, vendors

► techies

►hackers

► fraudsters

►mules

► leaders

(see also http://blogs.techrepublic.com.com/itdojo/?p=1632&tag=nl.e036)

http://blogs.techrepublic.com.com/itdojo/?p=1632&tag=nl.e036
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Cyber crime gangs

►Coders / programmers

they write malware, exploits, remote access tools etc.

... in fact, they don’t necessarily commit a crime
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Cyber crime gangs

►Distributors and vendors

“trade and sell stolen data, and act as vouchers of the goods 

provided by the other specialties”



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007Computer.Security@cern.ch — ―Computer Security Day‖ — slide 41

Cyber crime gangs

►Techies

“maintain the criminal infrastructure, including servers, and 

bulletproof Internet Service Providers (ISP)”

... again, just running a bulletproof ISPs (hosting servers that 

are known to be used by criminals) is legal in many countries. 

Examples include Russian Business Network and McColo
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Cyber crime gangs

►Hackers

“search for and exploit application, system, and network 

vulnerabilities to gain administrator or payroll access”

... again, just looking for (and finding) vulnerabilities, or even 

selling the findings, is usually not a crime
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Cyber crime gangs

►Fraudsters

“create and deploy social engineering schemes, including 

phishing, spamming, and domain squatting”
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Hiring mules
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Cyber crime gangs

►Money mules

►needed for money laundering

► they receive money (and goods) resulting from online fraud and crime

►and transfer it further (minus 5-10% of their “commission”), 

often with money transfer services like MoneyGram or Western Union

► “work-from-home” job opportunities, 

advertised as legitimate work

►sometimes even signing official 

work contracts

►many of the mules don’t realise 

it is illegal; but others are 

consciously doing their “job”
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Cyber crime gangs

►Leaders

“They choose the targets; choose the people they want to 

work each role; decide who does what, when, and where; 

and take care of personnel and payment issues”



How does your computer get infected

and your account compromised?

Part 3:
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A map of infected computers

►new ―Waledac‖ malware infections – in just 24 hours
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Getting infected

►How can you get infected with malware?

You just run the malware

► taken from e-mail attachment 

or downloaded from the Web

►without knowing that this program is malicious

You open infected pdf, doc, jpg etc., 

or visit an infected Web site

► and it exploits a vulnerability 

in your unpatched software

► or it exploits a “0-day” vulnerability 

(for which there is no patch available)
?
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Getting infected on the Web

Infected Web – links from Google, social networking etc.

Malicious Web page 

– infecting visitors
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Getting infected

Opening infected documents

►sent as attachment via e-mail, or found on the Web

►mainly PDF (affecting also Macs!), and MS Office files
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Privacy and the Web

Why is privacy important?

►criminals can use your personal information for identity theft

 requesting credit cards, opening bank accounts in your name

 breaking into your existing bank accounts etc.

 hacking into your e-mail, Facebook etc. accounts 

► ... or to trick you / your friends: 

 “Hi Seb, is that you on this movie from Geneve-Rolle regatta?”

versus

“Hello friend – open this very funny video”

 and, of course, the video is infected (contains an exploit)....
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Privacy and the Web

How do criminals find your personal information?

►They send you a “lottery won” spam, and ask for it

►They Google for it, and read it on Facebook

►They hack into your social networking or e-mail accounts, by

 redirecting you to fake Web sites and “phishing” your password

 infecting your computer and key-logging your password

 exploiting “forgot my password” feature, and weak security 

questions - e.g. hacked Sarah Palin’s Yahoo e-mail account
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Privacy and the Web

Facebook

default privacy settings

evolution (=erosion)

See it animated
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Privacy and the Web

BTW, what is your

Facebook privacy score?

►How much do you share?

►Check at
http://www.rabidgremlin.com/fbprivacy/

http://www.rabidgremlin.com/fbprivacy/


Conclusions
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Conclusions

►As you see, it’s a real business (and not just hobbyists)

►Main motivation: money (and very low risk of being caught)

► Is undermining cybercrime economy the way to win?

►BTW, Al Capone was sentenced for tax evasion, not for other crimes...

►Attacks are advanced, 

both technically, 

and ―socially‖

►Be aware

►Be vigilant

►Follow secure 

computing advice
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Thank you

Any questions?


