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Instead of “why”: the 2019 data breach at ANU

INCIDENT REPORT

Public detailed report (Oct. 2"9, 2019)

“The initial means of infection was a sophisticated
spear phishing email (targeting a senior staff member)

[-.]

Information from victim’s calendar was used to conduct
additional spear phishing attacks later in the
campaign”


https://imagedepot.anu.edu.au/scapa/Website/SCAPA190209_Public_report_web_2.pdf

E-mail is the main attack vector




E-mail is the main attack vector

It's very (too) easy and
cheap to send e-mails

It's trivial to fake “From” field

From: James Bond

Malicious e-mails contain
infected attachments and /L \ L4 —_] co
PDF

links to malicious websites




Not only phishing. Not only email.

» Password fishing (“phishing”)  Emall

» Malware infections « SMS, WhatApp etc.

— ransomware, APT etc.
 Phone calls

* Regular fraud, extortion etc.
— “Hi, I am in trouble, can you help?”
— “Dear Sir, you are under investigation...’

« CEO fraud

* New platforms for videoconferencing
and online collaborations
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» Business email compromise
— “Here is our new bank account number”

Everyone teleworking?

Whole new opportunities!




Technical protection measures exist...

...however, humans are the first and last line of defense



Simulated phishing campaigns

hepix2015@bnl.gov <hepix2015@bnl.gv= B3 5-security 10 October 2015 at 18:00 o

HEPIX workshop - welcome, registration, free drinks offer
To: hepix2015@bnl.gov <hepix2015@bnl.gv>

Dear HEPiX Fall 2015 participants,

With our workshop starting this Monday, we are excited and looking forward to
welcoming you at BNL very soon.

As a reminder, the registration takes place 8-8am, and we start with the first
presentation already at 9am - please be on time.
hitps:/findico.cern.ch/event/384358/timetable/

I'm happy to announce that we managed to negociate free drinks offers with several
of the suggested restaurants. The voucher code to be used is "hepix2015". For more
details and for obtaining one of the limited number of vouchers, please see here:
https:/indico.cern.ch/event/384358/page/4209-restaurant-vouchers

. http:/{voucher.x10host.com/?
Wish you all a safe travel! coupon=hepix2015&g=10ad0

Best regards,
Tony Wong
for the Local Organizing Committee




Simulated phishing campaigns at CERN

Goal Approach Techniques
“malicious” links
raising awareness no spear phishing (2016-2018)
+

: . “malicious” attachment
understanding no internal knowledge (2019)

the scale of the problem
no blaming “phishing” website
(2020)




Various messages, senders, sender domain etc.

Sonia Abelona <Sonia.AbeIona @ Federico Campesi <Federico.CampesiEcem.ch } @

Sonia Abelona has shared a file with you Federico Campesi has shared a file with you

To: To:

Dear Dear

Please see the attached fof your 2019 contract amendment request. ] Please see the attached for[report on pension fund balance situation.
rds Reagards

Sonia Abelona Federico Campesi

Manager at Human Resources Finance Management

=

PDF

Contract
amend...21.doc

Fund balance -
confidential.pdf




If you click on the link, you get redirected to this page:

Computer security emergency contact

@) CERN Computer Security < Computer.Security@cern.ch(©) 70500

Contact en cas d'incident de sécurité informatique

(Version frangaise en-dessous)

Oops... The email and the attachment you have just opened are
fake, and potentially malicious!

You just fell for a scam. The attached document that you have opened is fake,
and potentially malicious. Your “click" could have had severe operational and
financial consequences for CERN... Let us explain to you how you can better
identify malicious emails and attachments, and what consequences opening them
might have for you and your digital assets...


https://security.web.cern.ch/malicious_sso.shtml

... with hints on how to identify malicious emails:

Is the sender
familiar to you?

Is the e-mail
address correct?
_ (for example @cern.ch)

e

[ Does the e-mail address
correspond with

the sender’s name?

Is the message
correctly phrased,
without major typos,
in a language that
you can understand?

Sonia Abelona <Sonia.Abelona@cern.org>
v Sonia Abelona has shared a file with you
To:

¢ ;
Dear
Please see the attached for your 201m

Regards
Sonia Abelona
Manager at Human Resources

h

Does the message
concern you?
Is it related to your

-—-\work or activities?

Is the message
signed ( 2 )?

R

Is the message
addressed to you? |

Contract

[Do you expect

this attachment?

amend...21.doc

If you have answered any one of those questions with “NO”

at Computer.Security@cern.ch when in doubt.

Lbe vigilant and careful! Delete that message or check with us




... with hints on how to identify malicious links:

Dear colleague,

Please see here for your 2020 contract amendment request:
https://hr.cern.ch/7634251 8/Contrg‘t%20amendment%2039421

Regards http://192.91.245.24/hr.cern.ch/76342518/

. Contract%20amendment%20394217?
Anne Darenport-smld u=c0a-20eb2008&c=hr-drcc-lcu&a=t
Manager at Human Resources

© & 192.91.245.24/documentstore.cern.chf/?u=c0:

@ http://hr.cern.org/files/37543811.pdf
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This document was created in a different version of Microsoft Word.

In order to view this document, please click the “Enable editing” button
on the top bar and then click “Enable content”.

View document online: https://client.microsoft.com/en-us/office365/7id=fBeg3b

How many
open the Word
document?

How many
enable
macros?

How many
follow the link?

Adobe Acrobat Secure Document

87.3KB

Adobe Cloud: Access your files anywhere, safely

|

How many
follow the link?




This document was created in a different version of Microsoft Word. AdObe Acr()b at Secure Document

In order to view this document, please click the “Enable editing” button
on the top bar and then click “Enable content”.

View document online: https://client.microsoft.com/en-us/office365/7id=fBeg3b

How many
open the Word  20%
document?

How many 87 3KB
enable 4%
macros?

either: 8% 1

Adobe Cloud: Access your files anywhere, safely

How many o How many 5
follow the link? 27 follow the link? _14%




(@ Not Secure | 192.91.245.24/documentstore.cern.ch/report?c&

CERN Single Sign-On

Sign in with a CERN account, a Federation account or a public service account

Sign in with your CERN account

Reminder: you have agreed to comply with the CERN computing rules, in particular OC5. CERN implements the measures
necessary to ensure compliance.

Use credentials

Username or Email address Password

| Signin

[ Remember Username or Email Address Need passward help ?

Use one-click authentication

Sign in using your current Windows/Kerberos credentials [autologon]
” Use your current authentication teken. You need Internet Explorer on CERN Windows or Firefox on
SLC (Firefox help here).
Sign in using your CERN Certificate [autologon]
You can get a CERN certificate on the CERN Certification Authority website.

Use strong two factor authentication [show]

Sign in with a public service account

ﬂ Facebook, Google, Live, etc.
.,

Authenticate using an external account provider such as Facebook, Google, Live, Yahoo, Orange.

Sign in with your organization or institution account

“leduBAIN ‘Enlar the name of the organisation you are affiliated with... | - | [ Go
‘Why is my organisation not listed?

“Real” existing SSO

Password field disabled

Some users try several times

Log in with your CERN account

Username
CERN LOGIN
USERNAME
Password
‘ ‘ PASSWORD

Forgot Password?

LOG IN

Reminder: you have agreed to comply with the CERN
Computing Rules, in particular OC5. CERN implements
the measures necessary to ensure compliance.

“Real” new SSO Non-existingSSO
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What worked in 20207
(phished rates)
your 2020 contract amendment request
pension fund balance situation
confidential covid-19 report
new teleworking rules

DOC attachment

PDF attachment
documentstore.cern.ch link
Topic-specific link

Dear colleague
Dear Sebastian

9%
11%
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Clicking rate in percent

But who clicks?
(2019 results - analysis by T.Betz)

Clicking rate of the 2019 phishing campaign across age groups

=25 26-35 36-45 46-55 56-65 > 65
Age Group

Young people have lower

(financial) risk aversion?

Clicking rate in percent

Clicking rate of the 2019 phishing campaign across professional categories

1: Physics
2: Engineers
3: Technical work

S

4: Manual work
5a,b,c: Office & Administrative

3 5a, 5b, 5¢
Professional category

NB: no difference

between genders
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https://indico.cern.ch/event/861663/#18-findings-about-the-2019-cer

We are not the only ones



GitLab

Tribune Publishing

A

' Laptop Refresh Program

Congratulations. Your IT Department has identified you as a candidate for

Apple's System Refresh Program. The following Macbook Pro has been selected
for you:

MacBock Pro (15-inch, 2019)
2.4 GHz 8-Core Intel Core i9
16GB Memory

To customize your laptop or to learn more about the program please click here and sign into GitLab

Regards,
Apple

For help with subscriptions and purchases, visit Apple Support.

20% phished §

opyright ® 2020 Apple Inc.
All rights reserved

We are pleased to inform you that we are
providing targeted bonuses between 5,000
and 10,000 dollars this year. Tribune Publishing
is able to provide this bonus as a direct result
of the success created by the ongoing efforts
to cut our costs!

nn - Sep 23

_ caroline Glenn ] @byrcarolh:\eglebe in with. Some are struggling
%t Most of our staff are underpaid to k?ng through this pandemic. Some

" mentally and financially to keep wor
have gotten sick with Covid.

dangle a phony bonus to see who will fall for a phishing email is
an us 10
-:lz-.mnright cruel and unimaginably tone deaf.

Big backlash, public criticism

Company apologized

|
|
|
|
|



https://www.theregister.com/2020/05/21/gitlab_phishing_pentest/
https://www.washingtonpost.com/media/2020/09/23/tribune-bonus-email-phishing-hoax/

Conclusions



People and technology
... an unsolvable problem?

—————

Ty
G S

“e—
=T

mail, as coming from a cerm address
d opened the pdf”

“| received this
and headed to me, | trusted it an



BACKUP SLIDES



What worked in 20197

(click rates)

Please see the attached for report on pension fund balance situation.
for your 2019 contract amendment request.
with the confidential design report.
on your input to our results.
on new IT security measure

: ign:
piX Fall 2015 campai
. voucher for free drinks

From @cern.com
@cern.org
@cem.ch
@cerm.ch
@cern.ch

Get a

Dear sebastian kL
Dear Sebastian e
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Commercial solutions,

open-source tools



Commercial solutions: simulated phishing campaigns

Engagement, gamification
Classroom courses — continuous micro-training in work environment
Security awareness — behavior change

Examples: @exwunt W PrisHLABS phlShIﬂSl?’O)é KnowBe4

LLLLLLLL

— every user receives ~3 messages per month (apparently deemed acceptable)

— growing difficulty of messages, increasing level of "truth”,
using internal information e.g. names of executives or projects

— users report malicious mails with a button in Outlook — feeding the SOC

Is simulated phishing worth the effort? Yes
Should failing phish tests be a fireable offense? No



https://thedefenceworks.com/blog/is-simulated-phishing-worth-the-effort/
https://krebsonsecurity.com/2019/05/should-failing-phish-tests-be-a-fireable-offense/
https://www.hoxhunt.com/
https://www.knowbe4.com/
https://www.phishingbox.com/products-services/phishing-simulator
https://www.phishlabs.com/

Open-source tools also available

@ Phishing Frenzy

SocialFish

KING

p",gﬂ,ﬁ  Fercephish. BLACKEYE


https://getgophish.com/
https://www.phishingfrenzy.com/
https://www.phishingfrenzy.com/
https://github.com/securestate/king-phisher
https://github.com/Raikia/FiercePhish
https://github.com/UndeadSec/SocialFish
https://github.com/UndeadSec/SocialFish
https://github.com/thelinuxchoice/blackeye

What we have seen at CERN



From: Giovanni il . <office.outlook
Date: Monday, 10 December 2018 at 10
To: vy L= somgmwa v [ o
Cooi il s o "wem I om

gt RS ES e e—

10.12.2018, 20:37, “smwm | e somrewmm e e e

Dear Giovanni,
| think this might be fishing !
Can you confirm ?

Thanks,
R

e ] I Ry
__I- I-u

.__I; com Vo | —
n el a” (¥ |

H h—._l- L

Subject: Giovanni #&8"  has shared a
Please see the attached for your action

Regards
Giovanni Eal

=

Scan.pdf

From: Giovanni B .. <office.outlook@yandex.com>
Date: 10 December 2018 at 10:42:14 CET

Hi Swm
This is safe and secured to access

Get back to me soon as you get this .

Regards
Giovanni ==
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File Edit View Window Help

Do | BXGESX | e [in|@®[we]-]|HB |2 3|

Tools Fill & Sign Comment

Adobe Acrobat
Secured Document

b 4

Adobe Acrobat
PDFXML Document

Click on Download Adobe Document below
&
verify your email / login to securely access files!

.Download Document
Size: 88.7 KB

Adobe Cloud: Have all your files within reach from any device.

-~

Sign In

v Export PDF

Adobe ExportPDF

Convert PDF files to Word or Excel
online.

Select PDF File:

l@ Scan (1).pdf \
1 file /51 KB

Convert To:

| Microsoft Word (*.docx) v |

Recognize Text in English(U.5.)
Change

» Create PDF

» Edit PDF

» Combine PDF

» Send Files

» Store Files
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'@ Scan (1).pdf - Adobe Reader E‘@@

File Edit View Window Help ®
Doen | QB RZOBESXE| @ & [1]n|= @ | | © 5 | [T Tools  Fill &Sign | Comment
> -~ Sign I
l_l — ign In

port PDF
Adobe ExportPDF
Convert PDF files to Word or Excel
online,
Select PDF File:
’@ Scan (1).pdf ‘
Adobe Acrobat 1 file / 51 KB
Secured Document Chait:
S R T T T — - B : I Microsoft Word (*.decx) - |
Security Warning -5
Recegnize Text in English(U.5.)
Change
4 Thedocumentis trying to connect to:
f_‘lﬁ https://ruedesncuncu.com L
—
Do you trust ruedesnouncu.com? If you trust the site, choose Allow. If you do
% » Create PDF
net trust the site, choose Block.
» Edit PDF
=1 , v O : » Combine PDF
\V|Remember this action for this site for all PDF documents: T

» Store Files

Help Allow Block Cancel
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ﬁ Scan (1).pdf - Adobe Reader o |[e =
- 5 x

File Fdit View Windou

Tools Fill & Sign Comment

-~ Sign In
v Export PDF
Adobe ExportPDF
Convert PDF files to Word or Excel
online.
Select PDF File:

@ Scan (1}.pdf l

1 file / 51 KB

Convert To:
| Microsoft Werd (*.docx) v |

Recegnize Text in English(U.5.)
Change

m

» Create PDF

» Edit PDF

» Combine PDF
» Send Files

» Store Files
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... half a year later ...

® Giovanni . <angelavidos340@gmail.com> 19 June 2019 at 12:33
Respond
To: @cern.ch>
[

Let me know when you are available. There is something | need you to do.
| am going into a meeting now with limited phone calls, so just reply my email.

Giovanni

Sent from my iPad



... and another 4 months later

Giovanni ™ <lindajeff99@aol.com> B9 Junk - CERM  Yesterday at 17:13
URGENT
To: < @cern.ch=

| am planning a surprise for some of the staffs with gifts. | need you to get a purchase done, I'm looking forward to surprise some of the staffs with gift cards,|
count on you to keep this as a surprise pending when they received it,| need 10 pieces of Amazon $100 face value each gift cards. | need you to get the physical
card, then you scratch the card take a picture of the cards pin,attach and email it to me. How soon can you get this done ?

| will Reimburse you back later....

Regards
Giovanni



Advanced techniques used by criminals

Spear phishing: malicious mails targeted at specific individuals

— crafted using information gathered earlier: project names, colleagues names,
hierarchy, who is on holidays etc.

— sent “from” a colleague, a business partner, even the boss
— “whaling” attacks — targeting top management

Using “contacts” lists: An attacker compromises mailbox of a victim,
and sends malicious e-mails “from” the victim to their contacts

Joining existing conversation: An attacker compromises mailbox of a victim,
and replies to existing conversations, adding a malicious URL or attachment



How can we defend

ourselves and our users?



Technical protection measures (simplified view)

Traditional anti-spam filters (signature-based, blocking certain file types etc.)

Advanced anti-malware systems (behavior-based)

— “detonating” (opening) attachments in a controlled environment
— (??7?) visiting embedded links — very problematic!
Hardened end-points computers, for example:
— anti-virus software, secure browsers etc. Despite these measures,
— macros disabled in received documents some malicious e-mails
— not running as administrator will reach users
Network protection and detection
— e.g. blocking malicious domains at the DNS level

— only partially effective (computers on the corporate network, no DNS over HTTPS etc.)
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Technical protection measures do help

. ] Trojan:Script/Foretype.Alml
During the campaign:
Alert level: Severe
« Macros in downloaded documents S Qg
(e.g. received via e-mail) are blocked
on all CERN Windows machines

Recommended action: Remove the threat now.

Category: Trojan
Details: This program is dangerous and executes commands from an

« CERN anti-virus started detecting atacker.
these attachments Learn more
Affected items:
file: CA\Users\, \Desktop\design_confidential.doc
Afterwards:

 CERN user uploaded a sample to VirusTotal, vendors picked up
— because the filename included word “confidential”

« DOC attachment detected by AV products as Win32/Skeeyah.A!rfn trojan



https://malwarefixes.com/threats/trojanwin32skeeyah-arfn/

