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Outline

 Computing requirements of large scale projects
— Eg LHC data processing
— | } — Hardware and Software base in HEP
S S 0\ * Whatis grid computing?
— B Al — Why is it needed?
* Which problems are solved and how?
— Concepts introduced by the grid
— Components of today’s production grids
— How are large scale grids organised/coordinated?
— How are they operated?
 What has be achieved up until today?

— Which problems are still being addressed?

 Which future changes are expected?

— Technology, market and user changes

Worldwide!LHC Computing Grid
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Production Grids

e WLCG relieson a infrastructure

— Requires standards of:
 Availability/reliability
e Performance
 Manageability

—Is used 365 days a year ... (has been for several years!)

— Tier 1s must store the data for at least the lifetime of the LHC - ~20
years

* Not passive — requires active migration to newer media

 Vital that we build a fault-tolerant and reliable system
— That can deal with individual sites being down and recover

lan.Bird@cern.ch
L " | Worldwide LHC Computing Grid
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What is needed to make it work?

* Apart from Middleware

* Apart from Computer
Centers
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Everything you need in a Computer Center!

* Management
* Fabric
== P * Networking
===\ - Security

. =\« Monitoring
* User Support
* Problem Tracking
* Accounting
* Service support
* SLAs.....

 But now on a global scale!
— Respecting the sites’ independence

, — Linking the different infrastructures
4 * NDGF, EGEE (EGI), OSG

\W. V4 r
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Worldwide LCG Organisation

Computing Resources
LHC Committee — LHCC Review Board — C-RRB
Scientific Review Funding Agencies

Resource Scrutiny Group —
C-RSG

Management Board
Management of the Project

Architects Forum Grid Deployment Board
Coordination of Common Coordination of
Applications Grid Operations

Activity Areas
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WLCG Coordination

g5 » WLCG Operations Meetings
ﬁ — Experiments, Tier 1 and Tier O
— 30 minutes Mon-Fri
* Follow up on current problems
 WLCG T1 Service Coordination meeting

— Every two weeks
* Longer term scope

* Operational Planning

— Incidents followup

* Service Incident Reports

WLCG

| Worldwide LHC Computing Grid

| * Detailed monitoring of the SLAs.
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Global Grid User Support

8% ° GGUS: Web based portal
eadll —about 1000 tickets per months
—Grid security aware

* —Interfaces to regional/national support structures
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Reliabilities

Site Reliability: CERN + Tier 1s
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Monitoring to Improve Reliability

;": Reliability of WLCG Tier.1 Sites « CERN
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GridMap for Visualization

Drilldown into region by clicking on the title Link: http://aridmap.cern.ch

) GridMap - Mozilla Firefox
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http://gridmap.cern.ch/
http://gridmap.cern.ch/

Monitoring

AciiveMoO

* Availability/Reliability monitoring
—SAM tests and infrastructure
* recently migrated to NAGIOS based system, decentralized

—Visualization: GridView, GridMap, dashboards

—Solid foundation: Monitoring Infrastructure
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Security & Policy

Collaborative policy development

— Many policy aspects are collaborative works; e.g.:

Incident e Joint Security Policy Group

Certification Response Audit

Authorities R * Certification Authorities

— EUGridPMA - IGTF, etc.

e Grid Acceptable Use Policy (AUP)

— common, general and simple AUP

Security & Availability

Policy
— for all VO members using many Grid infrastructures

* EGEE, OSG, SEE-GRID, DEISA, national Grids...

User Registration Application Development * Incident Handling and Response

& VO Management & Network Admin Guide _ _ .
— defines basic communications paths

— defines requirements (MUSTs) for IR

— not to replace or interfere with local response plans

Security & Policy Groups
Joint Security Policy Group | EuGridPMA (& IGTF)

Grid Security Vulnerability Group ‘ Operations Advisory Group (+NA4)

Wednesday, 13 October 2010
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EGEE Achievements - Applications

e >270 VOs from several scientific
domains

— Astronomy & Astrophysics
— Civil Protection

— Computational Chemistry
— Comp. Fluid Dynamics

— Computer Science/Tools
— Condensed Matter Physics

— Earth Sciences

— Fusion
— High Energy Physics
— Life Sciences

* Further applications
under evaluation

Applications have moved from

testing to routine and daily usage

Wednesday, 13 October 2010



EGEE Registered Collaborating Projects

. \@ % ) euchinagrid

Infrastructures

geographical or thematic coverage

ceee

Enabling Grids

for E-sciencE
. omileurope

Applications Support Actions
sesse improved services for academia, key complementary functions
..° EBioinfoGRID industry and the public

Bicinformatics Grid Application for life science

Wednesday, 13 October 2010


http://egee-technical.web.cern.ch/egee-technical/related-projects/list-projects.htm
http://egee-technical.web.cern.ch/egee-technical/related-projects/list-projects.htm

Global Multi Science Infrastructure

CGERRE mission critical for many communities @

Enabling GrldS Open Science Grid
for E-scienp=

COUNTRY Normalised CPU time (kSI2K) by VO and DATE
LHC VOs (and Other VOS). May 2004 - July 2010

[ other vOs
O 1hck

B cms

W stlas

B zlice

Nornalised CPU tine {(in hours)

#2725 PetaBytes disk
10,000 users

170 communities
>500,000 jobs/day

Te |™
(C) CESGA 'EGEE View': COUNTRY / rormepu / 2004:5-2010:7 / VO-D / 1he (1) / ALBAR-LIN /| 2010-07-27 08:15 UTC rl
v - v -

UK Computing for Particle Physics
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Grid Activity — dellvered CPU

'COUNTRY Total number of jobs by VO and DATS.
LHC VOs (and Other VOS). September 2009 - Augy

33 Million

2BasT
2807
2404
Py B2
It s a7
16a+7
14a+7
12e+7
100+
8006
S0a-»
4 0e+6
200+6

Tier 2 sites

e Distribution of work across TierQ/
Tierl/Tier 2 really illustrates the
importance of the grid system

— Tier 2 contribution is ~ 50%;
— >85% is external to CERN

Tier O + Tier 1 sites
: 7 m CERN
m FNAL
BNL
W De-KIT
m ASGC
m TRIUMF
BINFN-T1
m RAL
CC-IN2P3
W PIC
NDGF
NL-T1

Tl(‘l' 2‘)
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Data Transfers
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What is Grid Middleware?

* For today:

* The software that allows to build a
system that full fills the above
requirements

Wednesday, 13 October 2010



Software Approach

 |dentify an AAA system that all can agree on

% e Authentication, Authorization, Auditing
UXM —That doesn’t require local user registration

—That delegates “details” to the users ( Virtual

Organizations)

* Define and implement abstraction layers for
resources

—Computing, Storage, etc.

* Define and implement a way to announce your
resources

* Build high level services to optimize the usage
* Interface your applications to the system

Worldwide LHC Computing Grid

# wWLCGG
§°E
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gLite as an example

ITe

Middleware for
Grid Computing

WLCGG
Worldwide LHC Computing Grid




gLite Middleware Distribution

* Combines components from different providers LCG-2
— Condor and Globus 2 (via VDT)
— LCG
— EDG/EGEE prototyping
— Others

prototyping

product
* After prototyping phases in 2004 and 2005 convergence

with LCG-2 distribution reached in May 2006
— glite 3.0 I product
\4

a deployable MW ®

distribution for G I .I- e
¥slite 3.0

EGEE production
SerVice Grid Computing

Focus on providing I
V
i

Middleware for

TWwWLCG

|_ Worldwide LHC Computing Grid
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gLite middleware

Information
Security & Access
Services Monitoring Services
Services

Job
Data Services §§ Management
Services

Computing
Storage Element Information
Element System

Authorization User Interface

Worker Node

File and Replica

Catalog Job Monitoring

Workload
Management

Authentication
Metadata

Accounting
Catalog Job Provenance

‘CERN, IT Department

Wednesday, 13 October 2010



Computing Access

 Computing Elements (CE)

— gateways to farms

* EGEE:

—LCG-CE ( 450 instances)

* Minor work on stabilization/scalability (50u/4KJ) , bug fixes
* LEGACY

— CREAM-CE (120 instances (up from 26))

* Significant investment on production readiness and scalability
* Handles direct submission (pilot job friendly)
e SL4/SL5

q!' * BES standard compliant, parameter passing from grid <-> batch

WLCGG
Worldwide LHC Computing Grid

Wednesday, 13 October 2010



Workload Management

s Sie
* EGEE WMS/LB Rgssss.
—Matches resources and requests j\ m -
R
* Including data location

—Handles failures (resubmission) R

—Manages complex workflows

—Tracks job status

* EGEE WMS/LB ( 124 Instances)

—Fully supports LCG-CE and CREAM-CE
* Early versions had some WMS<->CREAM incompatibilities

WLCG

| Worldwide LHC Computing Grid

B
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MultiUserPilotJobs

* |dea: Matching resources and jobs by Vos

* Pilot is a placeholder for the real job

 |dentity is changed on demand on the WN

Virtual Organisation
@ { User Job /*\

VO Workload Management
System or Job Queue

(7&‘5 User Job

—~  Site Boundary

/ Grid Computing Service ,  LRMS Queue
Site or VO CE B ' \j
or traditiona VO Pilot Job", % Worker Node
gatekeeper K (VO uid) (
mechanism VO Pilot Job

" ( Pilot Job N (VO uid)

> FITIIIIITITIITIIIIITITIITY,

7/ a User Job é

Grid Workload \1anagement — Unix uutijzg«;fx; 10 é
S ystems \ | b wwwwww‘é

Wednesday, 13 October 2010
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Data Management

e Storage Elements (SEs)
—External interfaces based on SRM 2.2 and gridFTP

—Local interfaces: POSIX, dcap, secure rfio, rfio, xrootd

—DPM (241) : @ '

—dCache (82)
—STORM (40) m
—BestMan (26)

—CASTOR (19)
—“ClassicSE” (27) = legacy since 2 years....

SE

Site

e Catalogue: LFC (local and global)

* File Transfer Service (FTS)

Worldwide LHC Computing Grid

WLCG

™ ° Data management clients gfal/LCG-Utils

|
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Information System

e BDII
* Light weight

Data base DNS Round / \ DNS Round
Robin Alias Robin Alias
* LDAP protoco

* GLUE 1.3 (2) / \
Schema Query Query

—Describes
resources and
their state

—Approx 100MB

 Several hundred
Instances

Woridwide LHC Computing Grid

WLCG

B

fid
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Authentication

* Authentication is based on X.509 PKI infrastructure ( Public Key)

— Certificate Authorities (CA) issue (long lived) certificates identifying individuals
(much like a passport)

« Commonly used in web browsers to authenticate to sites
— Trust between CAs and sites is established (offline)

— In order to reduce vulnerability, on the Grid user identification is done by using
(short lived) proxies of their certificates

e Short-Lived Credential Services (SLCS)

— issue short lived certificates or proxies to its local users

» e.g. from Kerberos or from Shibboleth credentials

* Proxies can
— Be delegated to a service such that it can act on the user’s behalf
— Be stored in an external proxy store (MyProxy)
— Be renewed (in case they are about to expire)
— Include additional attributes - Authorization

I Worldwide LHC Computing Grid

Wednesday, 13 October 2010



-

Public Key Based Security

£5% * How to exchange secret keys?
o —340 Si lobal
g 340 Sites ( global)

 With hundreds of nodes each?

—200 User Communities ( non local)
—10000 Users (global)

* And keep them secret!!!

WLCG

& Worldwide LHC Computing Grid

certificate sign

| belongs to our VO I

bk

B

7

i Site
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Security - overview

pX.509
|

\r delegates ]

once
per ,.
year voms_proxy init .. ‘
| (DN) pX. 509
w/ VOMS
— attributes

U_' __ submits jobs — |
_ox
TwLccs (W

|_ Worldwide LHC Computing Grid

cert

Wednesday, 13 October 2010



Authorization

e VOMS is now a de-facto standard

—Attribute Certificates provide users with additional
capabilities defined by the VO.

—Basis for the authorization process

* Authorization: currently via mapping to a local user on
the resource

—glexec changes the local identity (based on suexec from
Apache)

* Designing an authorization service with a common
interface agreed with multiple partners

—Uniform implementation of authorization in glite services
—Easier interoperability with other infrastructures
—Prototype being prepared now

Wednesday, 13 October 2010



Impossible to discuss all components

* [[lustrate complexity

* Some Data Management
Details

&
§ "
‘;‘ :\.,’;\AV‘. ,/7’ "'V
AV, .\.“’ id ' 3
L c G ¥ w d
Worldwide LHC Computing Grid
T ~,},"_{:'.}/'
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Workload Management (compact)

Lite MyProxy . -

: . User Interface
ob Server
submission

VOMS «

hain Server

vl.2

cancel
A s
, . InfoSvs,
T 06/ ] *

submit output

Desktops

Catalogs

Proxy Renewal
L3

Network Server / WM Proxy - LLB Server

>

griditpd
/ httpd

(e Afew
~50 nodes

condor _schedd collector
A &
< urger
\ 4

gl;it(‘ \\\IS‘ condor_gridmanager

<

v

v
gahp_server
A

4

condor_c=gahp

- - -
A4 v L
edg-gatekeeper glite-gatekeeper CREAM = CEMon
A 4

\ 4

“ v - _condor sched ,\' ( _[ - II]I.IIII'_:(D
v fork job mer 5 .

griddmanager CREAM

4 . w v CE
arid_monitor > gL.1te | glite blahpd

ok h 4
CE CE

A4

(msm 1-20 persite

Y LCG

<

griditpd

batch system
! )

L
]
. e
» BPRserver

WAMIS job wrapper

———— 1-24000
Worker Node —p

per site
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Job Description Language

Executable = “my exe”;

stdOutput = “out”;

SstdError = “err”;

Arguments = “a b c¢”;

InputSandbox = {“/home/giaco/my exe”};

OutputSandbox = {“out”, Y“err”};

Requlrements = Member (
other.GlueHostApplicationSoftwareRunTimeEnvironment,
"ALICE3.07.01"%

) ;

Rank = -other.GlueCEStateEstimatedResponseTime;

RetryCount = 3

WLCGG

|_ Worldwide LHC Computing Grid
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Data Management

VO
Frameworks

Information System/Environment Variables

Vendor
Specific
APlIs

WWLCG

Worldwide LHC Computing Grid
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General Storage Element
* Storage Resource Manager (SRM)

— hides the storage system implementation (disk or active tape)
— handles authorization

— translates SURLs (Storage URL) to TURLs (Transfer URLs)

— disk-based: DPM, dCache,+; tape-based: Castor, dCache

— Mostly asynchronous

* File I/0O: posix-like access from local nodes or the grid
=>» GFAL (Grid File Access Layer)

SRM

~1-1-1-1-
= 3 B BN R
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Approach to SRM

3% * An abstraction layer for storage and data access is necessary

5 — Guiding principle:
70y — Non-interference with local policies
. p

-

* Providing all necessary user functionality and control
— Data Management
— Data Access
— Storage management
— Control:

* Pinning files
* Retention Policy
* Space management and reservation

— Data Transfers

* Grid enabled and based on current technology
— Interface technology (gSOAP)
— Security Model (gsi security)

WLCGG
Worldwide LHC Computing Grid

— To integrate with the grid infrastructure

Wednesday, 13 October 2010



Implementation(s)

Far 4
’ of R\

 WSDL to generate client stubs
;‘1 * gSOAP

.

e GS| for A(A)

* External interface is the “easy” part

* Integration with the existing storage system is the
challenge

» Different approaches concerning the accepted level
of entanglement between SRM and storage

—New storage systems have less problems
* Designed for SRM

WLCG

| Worldwide LHC Computing Grid
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SRM basic and use cases tests

' UMMArY. o5 52 SK 2. 2 basic tests - Mozilla Firerox I ]‘ -.

Fle Edt View Hstory Book T Help

Suranary of S2 SRM v2.2 basic test - Thursday 30 August 2007 11:46pm CEST
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C2 | €2 €21 dCache dCache dCache dCache dCache dCache dCache dCache dCache DPM | DPM DPM DPM BeStMan StoRM StoRM2 StoRM StoRM |

Ping @/ SUMMAry o552 SRM VL L use-case tests = Mozilla Firerox 1 ]g j

Fle Edt View

PtF
Swarnaxy of $2 SRV 2 usecase test - Dharsday 30 Aagust 2007 02 32y CEST
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LCG “File” Catalog

* The LFC stores mappings between

— Users’ file names

— File locations on the Grid

LFC file name 1

LFC file name n

* The LFC is accessible via

These “Replicas” are “Copies”

N
e

— CLI, C API, Python interface, Perl interface

» Supports sessions and bulk operations

— Data Location Interface (DLI)

* Web Service used for match making:

— given a GUID, returns physical file location

* ORACLE backend for high performance applications

— Read-only replication support

GUID

ACL

/ File replica 1|

\

File replica 2

File replica m

All files are “Write Once Read Many”
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LFC features
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LFC features

Hierarchical Namespace

&

33
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LFC features

Hierarchical Namespace

GSl security
Permissions and ownership
ACLs (based on VOMS)

»
®

33
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LFC features

Hierarchical Namespace
GSl security

Permissions and ownership
ACLs (based on VOMS)

Virtual ids
— Each user is mapped to (uid, gid)

VOMS support
— To each VOMS group/role corresponds a virtual gid

Bulk operations

\./ E
D ————
®

33
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DPM

* Disk Pool Manager
—Manages storage on disk servers

—SRM support
].1

2.1 (for backward compatibility)
e 2.2 (released in DPM version 1.6.3)

—GS| security

—ACLs

—VOMS support

—Secondary groups support (see LFC)

L " | Worldwide LHC Computing Grid
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DPM strengths

* Easy to use

—Hierarchical namespace
S dpns-Is /dpm/cern.ch/home/vo/data

—Many protocols supported ( including HTTPS)

* Easy to administrate
—Easy to install and configure
—Low maintenance effort
—Easy to add/drain/remove disk servers

* Target: small to “medium” sites ( 1.6 PB)
—Single disks --> several disk servers
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DPM: user's point of view

-
®

CLI, CAP],
SRM-enabled client, et

head node

DPM Name Server

— Namespace

— Authorization

— Physical files location
Disk Servers

— Physical files

Direct data transfer from/to disk server (no
bottleneck)
External transfers via gridFTP DPM
disk servers
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File Transfer Service

* FTS: Reliable, scalable and customizable file transfer

— Multi-VO service, used to balance usage of site resources according to the SLAs agreed
between a site and the VOs it supports

— WS interface, support for different user and administrative roles (VOMS)

— Manages transfers through channels

 mono-directional network pipes between two sites

— File transfers handled as jobs
e Prioritization .‘
Tier O |

FTS Administrato

e Retries in case of failures
— Automatic discovery of services

* Designed to scale up to the
transfer needs of very data
intensive applications

— Demonstrated about 1 GB/s
sustained

— Over 9 petabytes transferred in
the last 6 months (> 10 million
files)

Grid File Transfer Servit
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FTS: key points

* Reliability
— It handles the retries in case

of
storage / network failures

— VO customizable retry logic

— Service designed for
high-availability deployment

* Security

— All data is transferred
securely using delegated
credentials with SRM /
gridFTP

— Service audits all user /
admin operations

e Service and performance
— Service stabili;%/: itis
designed to efficiently use

the available storage and

network resources without
overloading them

— Service recovery: integration

of monitoring to detect . | N
Service_level degradation glite - The EGEE Middleware Distribution 40
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FTS: key points

* Reliability
— It handles the retries in case

of
storage / network failures

— VO customizable retry logic

— Service designed for
high-availability deployment

* Security

— All data is transferred
securely using delegated
credentials with SRM /
gridFTP

— Service audits all user /
admin operations

e Service and performance
— Service stabili;%/: itis
designed to efficiently use

the available storage and

network resources without
overloading them

— Service recovery: integration

of monitoring to detect . | N
Service_level degradation glite - The EGEE Middleware Distribution 40
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FTS: key points

e Reliability Rl i >
— It handles the retries in case

of
storage / network failures

— VO customizable retry logic

— Service designed for
high-availability deployment

“ERN-F A 2263 - 7 192 70 Dest SRM 56 22 0 TINS5 763.03 1 62 1700 41
P S e C u rit 8932 9992 7 8925 Dest SEM 57.13 Othes 1808 0 220 0
y cIns 208 0 208 ] 2.7 767.55 .04 561.20

Z006-10-1272 08:00:00 ~02:00 514 2006-10-12 08:00:00 +02:00

— All data is transferred R R e e e e e
securely using delegated e wal el il ei s s s TG
credentials with SRM/ = mi i e ot
g rI d FTP cms 221 i:"H 220 { Dest SEM --I‘y:.'l Sowmce SEM Itj,"" ‘. i 1;}::1.‘- I(i:l).-: 5550

. . 077 399 1034 13 Othet 86.05 Source SRM 93095 276.64 101 -

— Service audits all user / | 15| s i Somce S a3t | _0at 12 103 1

admin operations —fore DI 7l o
* Service and performance e e e

52 Dest SEN 92351 Othet 385 0.06 761

— Service stability: it is T [ e e
designed to ef?i/ciently use 1492]_4231| 6630/4862[DestsRM | 4385]om: 7113 30877]  a21] 761420] 761404
the available storage and
network resources without
overloading them

— Service recovery: integration
of monitoring to detect
service-level degradatio
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FTS server architecture

Experiments interact via a
@ ,::J\ web-service
FTS Web Service(s)
VO agents do VO-specific operations

(1 per VO)

non.mr.ng =) 7*' P Channel agents do channel specific

tools c—

s T operation (e.g. the transfers)
G’ EECEme T I Q Monitoring and statistics can be

VO Agent

[T = 50 Channel Agent
'v’\, 1239 L2CI00CSIA s jiCIsCy s JiclsCs
& 125 QIICI05C D937 SN/ ICEsCH S /I Cases)
"l 12387 | 95 1253 TO20 St/ /C2ec s, Jc2ecs] .
. . . 1. ,\$

collected via the DB

VO Agent FTS Database

Channel Agent

* All components are decoupled from each other

—Each interacts only with the (Oracle) database
B \WVLCG

L & Worldwide LHC Computing Grid
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glite code base

otal Physical Source Lines of Code (SLOC)
ISLOC 1622714 I

otal SLOC grouped by language (dominant language first
Language Total SLOC
ansic 578598 (35%) . .
cop so180130%  « Distributed under an open source
java 251382 (15%) ]
sh 191798 (11%) license.
python 54510 (3%)

per 23R Main platform is Scientifc Linux

yacc 7445 (0%)

. r O o

isp 4444 (0%) (recompiled RH EL).
lex 2274 (0%)
csh 701 (0%)
awk 307 (0%)
fortran 124 (0%)

e 68 (0% tomcat, log4*,gSOAP , ldap etc.

F ' a .
asm 4 (0%)

G_ite

Many 3" party dependencies

~ 20 FTEs, 80 people, 12 institutes (mostly academic)
Geographically distributed, independent

Coding conventions, Documentation, Naming Conventions

Testing and quality, dependency management



Stability of the software

* All components still see frequent changes

* Many developments started 2002

—Why do we still need changes?
* Scale of the system increased rapidly

* Number of user and use cases increased
—Deeper code coverage

—New functional requirements | Exponential growth

* Less tolerance to failures
—Implementation of fail over

* Emerging standards
—Project started when no standards where available

|
|

|

|

|

]
"
!..']
|

|

|

|

|

—Incremental introduction

CERN, IT Department
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How do we manage the code?
* Builds and test are mostly
managed by ETICS

* Configuration management
by YAIM

—modular bash shell script
e« >37 000 lines, >30 modules

* Complex certification and
release process
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Error rates / Usage

* Bug rate almost flat
* Exponential increase in usage
 Example: glLite

PRODUCTION Normalised CPU time by VO and DATE
LHC VOs (and Other VOS). April 2004 - February 2010

Usage 2010 s

ilIm |

Open vs Closed bugs history
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— =l il * H"HM I
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How does the future look like?

* Focus on standardization
and interoperation

—Driving the process
* OGF etc.

* Focus on stability

e Simplifying the system

* Integrating virtualization
* Integrating Clouds

* Moving to EMI

X A7 fr
P V (= Markus Schulz 53
Worldwide'LHC Computing Grid

1 ¥
i
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