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About Me
Name: Matteo Paltenghi

Background: MSc Double Degree in Data Science

TU Berlin - Politecnico di Milano

Role: TECH Student

Start date: 1st March 2020
Project Title: Data Analytics of CERN Cloud monitoring data 

The project activity consists in 
– evaluate different Data Analytics algorithms (Deep Learning vs Machine Learning) 

– identify the best algorithms for the CERN Cloud 
– integrate the developed approaches in the MONIT and alarming infrastructure 
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My Master Thesis
Close collaboration with my Master Thesis supervisors: experts in the Anomaly 

Detection field (e.g. ICML* publications) with industrial experience.
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Prof. Giacomo Boracchi
Politecnico di Milano

Deep Learning expert 
in Anomaly Detection 
Collaboration with STMicroelectronics

PhD Student Lukas Ruff
Technische Universität Berlin

Machine Learning Department
PhD research area: 
Deep Anomaly Detection

*ICML, International Conference on Machine Learning, top conference in the ML Field
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1. Anomaly Detection Task
for CERN Compute Infrastructure
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Analysis Target
Focus on hypervisors organized on 80 Openstack Cells (i.e. Hostgroups)
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Our Big Data Scenario
Each server produces performance metrics (time series data) 
thanks to a system statistics collection daemon (i.e. Collectd)

Size of the problem

More than 7k bare-metal servers and 38k service VMs

High dimensionally:
Up to 170 time series per server
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Challenges of the Anomaly Detection task
Cloud Openstack Monitoring mainly used for 

– Grafana alarming with thresholds: prone to false positives/negatives

– Post-mortem analysis with tedious manual inspection

Overwhelming manual data exploration

Missing underlying correlation between timeseries
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Anomaly Detection Problem Formulations
1. Swarm Series Outlier in one Openstack cell
Each cell represents a “swarm” of machines. 
We want to spot if a machine is deviating from the 
other machines’ behaviour in the same cell.

2. Change detection
We monitor each and every machine to detect if that 
machine is having a strange behaviour with respect 
to its own past (no peers confrontation). 
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Each time series is representing the CPU load of one server

Openstack Cell: gva_project_014
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Homogeneity
Openstack Cell = aggregate of servers all having:

– same HW (by procurement/acquisition)

– same HW setup in the Data Centre (DC)

– same SW configuration (via Puppet hostgroups)

– same target usage (batch/services)
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Two Main User categories   

Batch Cell
machines used for batch jobs, similar 

workloads

Shared (by services) Cell
Each machine is used by a CERN 

user/service, independent jobs

Each time series shows only CPU load of one server
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Starting scenario due to its regular pattern More challenging scenario to explore next
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2. Algorithms for Anomaly Detection
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We will tackle the problem with two approaches: 

Overview Methods Anomaly Detection
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Integrated & Tested on a simple case

Principle Traditional AD Methods Deep Learning Methods
Prediction Based AR, MA, ARMA, ARIMA RNN family (i.e. LSTM or GRU)

CNN based
Reconstruction Based PCA, Robust PCA, Kernel 

PCA
Auto Encoder
Variational Auto Encoder
Generative Adversarial Network

Distance/Cluster/Ensemble Local Outlier Factor
OCSVM
Isolation Forest

Image Source: https://towardsdatascience.com/understanding-variational-autoencoders-vaes-f70510919f73
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Traditional Methods
Local Outlier Factor (2000):
Consider the local density 
change with respect to the 
neighbours

Isolation Forest (2008):
Based on ensembles of 
decision tree

One-Class SVM (2000):
Based on Support Vector 
Machines

29 June 2020 14

Image Sources: sklearn and MathWorks official documentation

Matteo Paltenghi - OPINT Meeting



Autoencoder
An Autoencoder learns how to reconstruct the input from a lower 
representation 
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Original Signal Reconstructed 
Sample

Reconstruction 
Error

Image Source: https://towardsdatascience.com/understanding-variational-autoencoders-vaes-f70510919f73

If trained on majority of normal data:

it will be able to reconstruct them 
(normal data) really well,

but with abnormal data it will make 

mistakes (high reconstruction error).

Lower 
representation 

bottleneck
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PyOD: A Python Toolbox 
for Scalable Outlier Detection

Implement lots of Algorithms

Well maintained codebase & Doc

Potential contribution on AD on timeseries
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Source: https://github.com/yzhao062/pyod

https://github.com/yzhao062/pyod


3. Anomaly Detection Pipeline
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Data Analytics Pipeline - Process description
ETL required

Good integration with GUI

Feedback loop for validation and supervised ML
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ETL Data AnalyticsData source Monitoring GUI

Feedback

Annotation

Results

Annotated 
Datasets

Feedback 
Loop

Domain Expert
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Anomaly Detection Pipeline - Process Description
Pipeline fully based on 

CERN central monitoring infrastructure
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ETLData source Monitoring GUI

Feedback

Real 
Anomalies

Anomalies

Annotated 
Datasets

Feedback 
Loop

Domain Expert
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Parallelization and Temporal Dimension
Parallelization on data and on algorithms
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Parallelizable Computing Environment
1. Extraction

Server: X 
Host group: project_00X
Time window [start, end]
Rank position: Xth

Algorithm: Local Outlier Factor

3. Anomalies 
Detected

2. Transformation

ETL Agents
(Data)

Algo Agents

4. Log to a 
flexible storage 
layer

5. Display in 
the used 
monitoring 
dashboard

Window LengthAnalysis of data in windows

Configurable parameters:
– Window length 

– Slide step
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Grafana Annotation – How we use it (1)
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Algorithm Prediction
(Anomaly)

Show anomalies via Grafana 

annotations
– Display data as time intervals

– Also from ES data source
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Grafana Annotation – How we use it (2)

29 June 2020 22

Label 
Feedback
(Normal or Anomaly)

Let user to insert anomalies

Benefits:
– Grafana Annotation can be extracted 

with Rest API for the feedback loop

Drawbacks
– Manual insertion of tags (e.g. 

anomaly/normal and machine name)

– Tedious and Error prone operations
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Idea: Extension of Grafana Annotation functionality

Requirements:

Add two buttons for our use case

Automatically add the template variables of the 
current dashboard as tags of the annotation

Benefits:

More automation => Less errors

Faster one-click annotation => More annotations
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New interface of our simple patch frontend

Matteo Paltenghi - OPINT Meeting



Extension of Grafana Annotation: Implemented!
Just few line of client code on the web UI (one 
JavaScript function and couple of HTML buttons)

Hosted on our Repo Gitlab
– Differences with respect to the original one can be verified 

(a.k.a. you can trust it)

Usable with simple Chrome/Firefox plugin to 
override Grafana JavaScript locally

Discussion upstream with Grafana Community to 
get a more general functionality
https://github.com/grafana/grafana/issues/24674
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https://gitlab.cern.ch/cloud-infrastructure/data-analytics/-/commit/794a7d79cc860cf5b1b545a5ae4cc255b6c53ea9
https://github.com/grafana/grafana/issues/24674


Achievements
Usage and test of 4 algorithms (Isolation Forest, Local Outlier Factor, One-Class SVM, 
Autoencoder)
– Adaptation for timeseries input

– Usage of O(10 plugins) as input (not only load)

Anomalies visible in our index on ElasticSearch (MONIT-Kibana)

Anomalies visible in our Grafana dashboard (Anomaly Detection Results)

Click on one host – Anomalies are displayed as annotation intervals

Example of usage of the new patch extended Grafana feature
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https://monit-kibana.cern.ch/kibana_rw/app/kibana
https://monit-grafana.cern.ch/d/zOL7XAzMz/anomaly-detection-results%3ForgId=3
https://monit-grafana.cern.ch/d/dY830gUWk/single-host-in-one-page%3ForgId=3&var-host=p06253944n17852&var-bin=1h&var-rp=five_years&from=1578236400000&to=1578985374708


Data Extracted from Grafana Annotation API
Annotations can be easily extracted to create a dataset.
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Future Work – Next Steps
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Algorithms
Measure the performance of the selected algos (see slide “Overview Methods Anomaly Detection”)

Further extend the algorithm pool (if there is time)
– Ensemble Learning

– CNN/LSTM AutoEncoders

– CNN/LSTM prediction based models

28

Source: DeepAnT: A Deep Learning Approach for Unsupervised Anomaly Detection in Time Series, Munir et al.
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Finalize Anomaly Detection Pipelines
Adding Orchestration and scheduling components (Airflow + k8s)

Run extensively on data and produce candidate anomalies

Collect feedback of experts to create validation dataset
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ETLData source Monitoring GUI

Feedback

Real 
Anomalies

Anomalies

Annotated 
Datasets

Feedback 
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Long Term View
Document this pipeline and share with our IT colleagues

Possibly publishing dataset to help the community 

Benefit: get data science community onboard via Kaggle platform
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Anonymize 
and publish

Annotated ML 
Datasets
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A Visual Example – Isolation Forest

Trained on April 2020 data

Tested on May 2020 data



A Visual Example – Isolation Forest
The algorithm is analysing only data in the yellow window



A Visual Example – Isolation Forest
The algorithm is analysing only data in the yellow window



Extract Grafana Annotation
We can then extract those precious annotated information via a simple curl thanks to 
the Grafana Annotation API and create datasets for Machine Learning tasks.
-----------------------------------------------------------------------------------------
GET /api/annotations?from=1506676478816&to=1507281278816&tags=tag1
Accept: application/json 
Content-Type: application/json 
Authorization: Basic YWRtaW46YWRtaW4= 
----------------------------------------
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ETLData source Monitoring GUI

Feedback

GRAFANA 
ANNOTATION API

Anomalies

Annotated ML 
Datasets

Feedback 
Loop

Domain Expert
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Image Attribution
AI Robot: by photo3idea_studio from Flaticon.com

https://www.flaticon.com/free-icon/ai_1693746

Server image: http://pngimg.com/download/25951

Datasets: http://clipart-library.com/database-icon.html

Expert: https://openclipart.org/detail/262568/doctor-holding-clipboard-fixed-arm-and-whiter-coat

Contract icon: https://www.flaticon.com/free-icon/contract_2942912

Red fish: https://www.flaticon.com/free-icon/fish_300597

Blue fish: https://www.flaticon.com/free-icon/fish_300407

Server Room: https://www.pexels.com/photo/hosting-server-server-room-servers-1570918/
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