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System Design of the CERN SOC
§Unified platform for:

§Data ingress
§ Storage
§Analytics

§Multiple data access / view patterns:
§Web based dynamic dashboards for querying and reporting
§Command line interface that can be easily scripted

§Extensible, pluggable, modular architecture

§Unified data access control policies
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System architecture of the CERN SOC
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Threat Intelligence
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Threat Intelligence
§MISP (Open Source Threat Intelligence Platform & Open 

Standards For Threat Information Sharing) as the sole threat 
intelligence platform at CERN

§Free and open source software for information sharing of 
threat intelligence including Indicators of Compromise (IoCs)

§Sharing is key to fast and effective detection of attacks
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https://www.misp-project.org/


Threat Intelligence
§CERN is currently operating 5 different instances:

§Main CERN instance (~2.3 M IoCs)
§Worldwide LHC Computing Grid (WLCG) central MISP instance 

(~1.2 M IoCs)
§Development MISP instance used for MISP development (CERN is 

an active contributor) and for validating new MISP releases
§ Two community specific MISP instances

§We are currently actively sharing threat intelligence with 
~570 peer organisations
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Threat Intelligence: Security Events
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Threat Intelligence: Indicators of compromise
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Access to Threat Intelligence
§Access to the Academic MISP instance governed by a Threat 

Intelligence Sharing Agreement
§ Rules of engagement 
§Use of the threat intelligence shared using this instance

§ Information usage policy
§ Threat intel exclusively for the benefit of the trusted parties
§ Solely for the purpose of detecting, containing, mitigating and 

resolving security attacks

9



Access to Threat Intelligence
§Commitments

§ Follow and obey the TLP guidelines and sharing restrictions
§ Follow and obey the SCIv2 trust framework assertions IR1-4
§ Follow and obey the information usage policy
§ Share back information whenever you believe it may be beneficial 

to a trusted party and are in a position to do so
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https://wise-community.org/wp-content/uploads/2017/05/WISE-SCI-V2.0.pdf


Contact details
§ Website

§ wlcg-soc-wg.web.cern.ch

§ Documentation
§ wlcg-soc-wg-doc.web.cern.ch

§ Mailing list
§ wlcg-soc-wg@cern.ch

§ David Crooks (david.crooks@cern.ch)
§ LiviuVâlsan (liviu.valsan@cern.ch)

§ Access to Academic MISP instance:
§ wlcg-security-officer@cern.ch
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