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Motivation

We have been looking at how an increased level of automation can allow
significantly more CPU-power to be delivered with the existing staff-effort.

Most sites already use all sort of automation tools, from system
provisioning, remote management, monitoring and issue tracking. This
allows WLCG sites to run many instances with relatively little manpower.

For this project we have developed an automated recovery system that
can resolve the most common issues, such as a disk clean-up or a
system reboot, creating a Tier-2 cluster that is more resilient, more
efficient and requires less human intervention.
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At present, ScotGrid Glasgow consists of:
« ~6000 CPU cores

4.9 PB storage (3.2 PB CEPH + 1.7 PB DPM) *

160 Gb/s internal network bandwidth
For a rough total of about 61 KHS06
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- We have a standard ARC + HTCondor job submission system
- We also have a dynamic provisioning system (VAC), as an alternative
to conventional Grid jobs, providing laaS to LHCb and other experiments




Automation Tools

As a site of significant size, we use many sys-admin empowering tools:

A network provisioning system (PPE PIXIE)
A remote management tool (Ansible)
* A central monitoring & logging system (PLG)

Experiments » CentOS7 Nodes Monitor - Wt Kk © B # O Olast24hours

v etails

.'ﬂ\ Ppepixie Grid > @ Ansible > Details

~ HTCondor

Q Project overview - epixie U . Condor Enabled Running Jobs HTCondor Jobs/Slot by VO

PPep! Ansible © Av  frstar 1 Yok 0
Detail Project ID: 1 Time vo jobs a 2
ails -
= 20200919 131559 ATLAS 40 .
636 Commits ¥ 2Branches ¢ 0Tags [ 296.2 MB Files [ 296.2 MB Storage

<6 Commits F 1Branch < 0Tags

Ansible roles to build up the whole Glasgow site 3)

w g%%' e

1 Reboots 16:00 2000 00:00 04:00 08:00 1200

> , No data points ATLAS-Slot 1 == ATLAS-Slot 10 = ATLAS-Slot 11 == ATLAS-Slot 12 == ATLAS-Slot13 == ATLAS-Slot 14 = ATLAS
— master ansible /4 v History | Q Findfle  WebIDE & v = ATLAS- S0t 16 = ATLAS-Slot 17 — ATLAS St 18 = ATLAS-Sot 19 = ATLAS-Slot2 = ATLAS- Sot20. = ATLAS
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Emanuele Simil .
Add @ Add CHANGELOG Add CONTR o
O g ¢
~ Aut E da K B i < gw
0 Add Ku = = S s
e ——— = 3
ons =
- 1600 2000 0000 0400 0800 1200 2
E Name Last commit Last update ATLAS-Slot 1 Avg:333 hour — ATLAS-Slot 10 Avg: 3.67hour — ATLAS Avg:2.89 hour == ATLAS-Slot 12 Avg: 324 hour
— ATLAS-Slot 13 Avg-3.58 hour == ATLAS-Slot 14 Avg: 412 hour == ATLAS- Slot 15 Avg: 329 hour o0 000 000 . 1500 oo
- - I & e e okl installer | Slot 16 Avg: 346 hour == ATLAS-Slot 17 Avg:5:11 hour = ATLAS - Slot 18 Avg: 492 hour I, .
) Name ¥ " SInt10 v S0 hrue == ATI ASSint> Aur 3 AN hruir == ATI &S Sint 0 Auer 4 56 hrvir = AT1 4SSl 21 &um 2 76 b ATLAS-co M1 Max:46 ANg:20 = ATLAS-0e08 M8 Max 52 Avg: 23
X & docs updated pw file or dual in... CPUusage by VO Memory Usage by VO
. & inventory 1 o s0ce
fo =
LIl IRV [N PO I
&5 playbooks 6 days ago 1) - LI RV ISR B P
£ z J
« Sa 2 508
& roles 6 days ag
0 oms
& vars 1 600 2000 00:00 0400 0800 1200 1600 2000 0000 0400 08:00 200
= ATLAS Avg: 40 = ATLAS Min: 64068 Max 101268
4 gitignore 1 year ago
ansiblecfg 1

And we have invested quite some time in preparing such environments...



Example Procedures

Create a new workernodes (assuming node 00x is cabled and plugged in):

» Fill in MAC, IP and HostName (in Ansible), then run the play-book to update the network
nedit roles/dhcp/files/hosts.conf roles/dnsmasq/files/10.0.0.0_8
ansible-playbook update networking.ymi

» Create a PXE system profile, then boot the machine to install OS
nedit systems/nodes/wn00x.ym|
systemctl restart pxecli

» Finally run ansible to install the software and configure the workernode
ansible-playbook -1 wn00x workernodes.ymi

Add a new VO to the standard job submission system:

» Fill in the VO coordinates in a proper Ansible role, then run it
cp -r roles/vo-template roles/vo-xxx
nedit roles/vo-xxx/files/xxx.grid-mapfile
ansible-playbook add_vo.yml -extra-vars “‘vo=xxx"

Clean CVMFS cache and reboot node 00x:
» Just run the ansible play-book
ansible-playbook -1 wn00x cleanCVMFS.yml



Monitoring & Logging (1)

Our system is built on Prometheus, Lokl and Grafana (PLG)

« Metrics are exported by node exporter (installed on nodes) and
collected by a central Prometheus instance

* Logs are exported by PromTail (nodes) and collected by Loki (central)

« Data visualization and querying is done by Grafana, which pulls data
from both Prometheus and LoKi

« Alert are sent out by AlertManager, installed on the Prometheus
server, and received by AM-Executor, installed on the configuration
management server that also runs Ansible

* Long term storage of metrics is done by VictoriaMetrics, installed on
the same server as Lokl to take full advantage of the large storage



Monitoring & Logging (2)
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Exported Metrics

node_exporter produces by default a large set of metrics

(e.g., CPU load, network activity, disk I/0O, ...)

And i1t can be further customised with ad-hoc metrics:

Temperature HD check for overheat

Temperature CPU check for overheat

HTCondor jobs stats check the status and ownership of running jobs
VAC jobs stats check the number and status of virtual machines
Running processes  runtime and resource usage

Number of Reboots  static counter to keep track of unexpected restarts

Static info check for unexpected changes in hardware (e.g.,
memory bank fail)

S.M.A.R.T. tools
IPMI tools
condor_status
check-vacd

ps + grep

cron job

Iscpu, vmstat , Isblk



Exported Logs

PromTail tails the content of local logs and sends it to a central Loki.

We have chosen this tool (instead than the widely spread ElasticStearch)
because: Service Exported Logs
* It well integrates with Grafana /var/log/messages
. it i /var/log/secure
It IS very easy to set-up ... all /var/log,/cron
/var/log/yum.log
- _ HTCondor | /var/log/condor/
Logs to scrapes are specified in the ARC.CE /var/log/arc/
: : ' log/arc/bdii/
configuration (we scrape default system /var/log
| * d i i | /var/log/argus/pap/
0gs* and specific service logs) ARGUS | /var/log/arqus/pdp/
/var/log/argus/pepd/
Squid /var/log/squid/
* we do not export the journal because it clogs the system || Apache | /var/log/httpd/
Ansibl /var/log/ansible/
nSIbic /var/log/alerts/




Alerts & Automation (1)

Alerts are generated according to the outcome of conditional tests involving
metrics or queries against certain criteria. Both Prometheus and Loki* can
be configured to trigger alerts when a custom set of conditions is met.

gingersnap
VM: 6cores, 40Gb RAM, 500 Gb HD

[ Prometheus }
\-
[ AlertManager }4;"/
T \
/ \
foithong - alerts '
-/‘
[ AM-Executor }-/
[Anﬂbm ]
R victoria .
w S M: 24 cores, 16 Gb RAM, 50Tb HD  /
actions v [ Lok ]/
v
v [ VictoriaMetrics ]

Alerts are handled and sent out by the
AlertManager ...

... and are received by the AM-Executor,
which performs some pre-encoded actions.

* Loki's alert system is new in v2.0 and uses a specific
plug-in (ruler), which in turns calls AlertManager ...



Alerts & Automation (2)
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In summary, these are the stages of an alert :

0) Prometheus or Loki verifies a test condition and triggers AlertManager

1) An alert messages is generated by AlertManager and sent as a web-hook

2) AM-Executor is an HTTP server that listens for alerts, parses their content, and
triggers custom commands matching the alert type and source

3) By running AM-Executor on the same management server that runs Ansible, we
can harness the full power of Ansible remote management, with a variety of play-books

prepared beforehand




AM-Executor

AM-Executor is configured with a custom script that defines the action to
be taken based on the alert: p—————

assign an action

- Actions implemented in a case-switch

- Multiple alerts handled in a for loop

- The script can call an Ansible play-
book or trigger another script (SMS)

- Privileges for Ansible remote
management are set by a
password-less SSH key *

* This can raise security concerns, and
we’ll use a better solution in the future



So far, only a limited
number of alert-
cases have been
Implemented:

Alert Conditions

Alert condition Alert Name | Action Mail SMS
Chat

avg(node_sensors_ambient{all}) > 25 | TooHot / v v
avg(node_sensors_ambient{all}) > 30 | WayTooHot | shutdown{all} v
node_hwmon_temp{node} > 80 CpuHot 1
V node_sensors_hddtemp{node} > 35 | HdHot shutdown{rode} v

de flesyst f d,
foce Tresystem. fee{nn ¢ < 0.02 InstanceFull | clean{node} V4
node_filesystem_size{node}
avg(node_condor_cpu{node})[1h] < 1 , reboot{node}
A avg(node_condor_cpu)[1A] > 10 NodeLazy + enable{node} v
rate({node} | ~ “[Ee]rror’[1h]) > 0.1 ManyErrors | disable{node} v

Example (instance full):

[wnOOl } > Prometheus

filesystem_free = 0.5 Gb filesystem_free / filesystem_size < 0.02

filesystem_size = 50 Tbh

InstanceFull{*wn001"}

9[AIertManager ]——>[AM-Executor —>{ Ansible

ansible-playbook -1 wn001 cvmfsclean.yml




Example Alert

Root File System Root File System (/) Boot Partition (sd... Boot Partition (/sda1)
60 GB 300 MB
40 GB . _an A 200 MB
20 GB - 100 MB
0B - 0B
14:00 14:10 14:20 14:30 1440 14:50 14:00 14:10 14:20 14:30 14:40 14:50
0, 0
987 % — Jdev/mapper/centos-root (total}) Current: 53.7 GB ' 5'6 /o — /dev/sdal (total) Current: 209.5 MB
/dev/mapper/centos-root (used) Current: 53.0 GB /dev/sdal (used) Current: 11.8 MB
Condor File Syste... Condor File System (/var/lib/condor/exegute) Boot Partition (sd... Boot Partition (/sda2)
4TB 600 MB
3TB
2TB 400 MB
1TB
0B 200 MB
14:00 14:10 14:20 14:30 1440 14:50 0B
o,
— 0 . 0 /6 — /dev/mapper/centos-condor (total) Current: 3.7 TB 14:00 1410 14:20 14:30 14:40 14:50
— /dev/mapper/centos-condor (used) Current: 33.8 MB — /dev/sda2 (total) Current: 518 MB — /dev/sda2 (used) Current: 278 MB

One of the disk has filled-up and an ‘Alert’ message is generated (after 10 min):

‘a, AlertManager BoT

[FIRING:1] InstanceFull local nodes (/dev/mapper/centos-root xfs new_dell wn-d20-001:9100
workernodes /)




Prometheus

Alert Pending

[ Tinactive 0l < TN T riring (1)

Jetc/prometheus/alertrules.yml > toohot

> TooHot_DC (0 active)

Jetc/prometheus/alertrules.yml > vchep

> WayTooHot (0 active)

> NoJobs (0 active)

> NoVACjobs (0 active)

? CpuHot (1 active)

@nceFull (1 a@

» Nodelazy (1 active)

> VaclLazy (0 active)

Show annotations

“ InstanceFull (1 active)

name: Instancefull
expr: node_filesystem_free_bytes{device=~"/dev/mapper/.*",job="workernodes"} / node_filesystem size bytes{device=~"/dev/mapper/.*",job="workernodes"} < ©.82
for: 16m
labels:
severity: local
type: nodes
annotations:
description: {{ $labels.instance }} has the {{ $labels.device }} partition full (mountpoint = {{ $labels.mountpoint }}). Clean it up!
summary: Instance {{ $labels.instance }} is full

Labels State Active Since Value

alertname=InstanceFull } device=/dev/mapper/centos-root group=new_dell ] instance=wn-d20-001:9100 ] job=workernodes

Annotations

PENDING = 2021-05-18T13:38:16.967886192Z 0.013029280654616513

description

wn-d20-001:9100 has the /dev/mapper/centos-root partition full (mountpoint = /). Clean it up!
summary

Instance wn-d20-001:9100 is full




Prometheus

Alert Firing

pencing () (2 T

/etc/prometheus/alertrules.yml| > toohot

» TooHot_DC (0 active)

/etc/prometheus/alertrules.yml > vchep

> WayTooHot (0 active)

> NoJobs (0 active)

> NoVACjobs (0 active)

> CpuHot (1 active)

@nceFull (1 a@

> Nodelazy (1 active)

> Vaclazy (0 active)

Show annotations

W InstanceFull (1 active)

name: InstanceFull
expr: node_filesystem_free_bytes{device=~"/dev/mapper/.*",job="workernodes"} / node_filesystem size bytes{device=~"/dev/mapper/.*",job="workernodes"} < 0.82
for: 18m
labels:
severity: local
type: nodes
annotations:
description: {{ $labels.instance }} has the {{ $labels.device }} partition full (mountpoint = {{ $labels.mountpoint }}). Clean it up!
summary: Instance {{ $labels.instance }} is full

Labels State Active Since Value

EGTIYE 2021-05-18T13:38:16.9678861922 0.013029662310698584

Annotations

description

wn-d20-001:9100 has the /dev/mapper/centos-root partition full (mountpoint = /). Clean it up!
summary

Instance wn-d20-001:9100 is full




Alert Solution

Root File System Root File System (/) Boot Partition (sd... Boot Partition (/sda1)
60 GB 300 MB
40 GB e 200 MB
20 GB o I 100 MB
0B B ' OB
1410 14:20 14:30 14:40 14:50 A 15:00 1410 14:20 14:30 14:40 14:50 15:00
6.6% 5.6%
- . o — /dev/mapper/centos-root (total) Current: 53.7 GB — . 0 — J/dev/sdal (total) Current: 209.5 MB
/dev/mapper/centos-root (used) Current: 3.5 GB /dev/sdal (used) Current: 11.8 MB
Condor File Syste... Condor File System (/var/lib/condor/execute) Boot Partition (sd... Boot Partition (/sda2)
4TB 600 MB
3TB
2TB 400 MB
1TB
0B 200 MB
1410 14:20 14:30 14:40 14:50 15:00 0B
0,
— 0 . 0 /6 — /dev/mapper/centos-condor (total) Current: 3.7 TB 1410 14:20 14:30 14:40 14:350 15:00
— /dev/mapper/centos-condor (used) Current: 33.8 MB — /dev/sda2 (total) Current: 518 MB — /dev/sda2 (used) Current: 278 MB

The disk has been cleaned and a ‘Resolved Alert’ message is sent (after 10 min):

1@1 AlertManager BOT 3:04 PN

[RESOLVED] InstanceFull local nodes (/dev/mapper/centos-root xfs new_dell wn-d20-001:9100
workernodes /)




® Explore

Log labels «

+ Add query

Logs

unknown

Time

Common labels:

> 2021-85-18
> 2821-85-18

> 2021-85-18
> 2021-@5-18
> 2821-85-18
> 2021-@5-18
> 2821-85-18
> 2021-85-18
> 2821-85-18

% TATd AC 10

Loki_Victoria

{host="test@2"} |~ "ansible"|

&) Query history (©® Query inspector

warning

testd

14:
14:

14:
14:
14:
14:
14:
14:
14:

aa.

53:
53:

53:
53:
53:
53:
53:
53:
53:

Co.

14:54:00

Unique labels

=
2

27
27

27
27
23
23
22
22
22

e

Limit: 1808 (20 returned)

ansible

ansible

ansible
ansible
ansible
ansible
ansible
ansible

ansible

armct1hla

Ansible Logs

v [ split | | «§ | @ Last30minutes v | @ 17 Clear All | BRI ol 4 R > Live
Line limit 01s @ —
14:54:30 14:55:00 14:55:30 14:56:00 14:56:30 14:57:00 14:57:30 14:58:00 14:58:30 14:59:00 14:59:30 15:00:00
( Wrap lines ( Dedup m Exact Numbers Signature Flip results order
Total bytes processed: 28 kB
-playbook -1 wn-d28-001 /etc/ /playbooks/do_cvmfsclean.yml -b
—
2021-85-18 14:53:27,278 p=8373 u=peppo n= | wn-d2e-ee1 : ok=6 changed=5 unreachable=8 failed=0 skipped=0 rescued=0 ign
ored=8
2021-85-18 14:53:27,278 p=8373 u=peppo n= | PLAY RECAP ====x il il FAmEE il il A
2021-85-18 14:53:27,276 p=8373 u=peppo n= | changed: [wn-d2@-881]
2021-85-18 14:55:231192 p=83?3 u=peppo n= | TASK [Recon-Fig CVMFS] 538 2 A 38 22 A A R DDA A 26280280 A DB DDA o R R D D50 280 DA DA 2802 A A D80 A R D 2 A2 A R R 0
2021-85-18 14:53:23,176 p=8373 u=peppo n= | changed: [wn-d2@-881]
2021-85-18 14:53:22,748 p=8373 u=peppo n= | TASK [Re-starts service AutoFS] *5&#sffissitds ittt fddfidaiittf it inirsiitss
2021-85-18 14:53:22,735 p=8373 u=peppo n= | changed: [wn-d2@-881]
.cfg to get rid of this message.
AT A A0 AACI3.797 T3 O3 7T i mvmamam e 1 FMJAADRITH, T . M A var e bl L2Tm enmAdraTmn v vt mrdmdcme ol med evmdlirme dbme e semen® .



Conclusions & Outlook

This system is relatively new (first working prototype in January 2021) and
it is still under critical evaluation™:

 We have an alerting system that can send emails/SMS in case of emergency,
and few simple recovery actions that run automatically (clean HD, reboot, ...)

« Next, we want to identify more complex alerts based on combinations of
metrics and define multi-step recovery actions, such as re-provision a node

« Also, it would be nice to extend the monitoring actions to network stats
« Eventually, we would like to experiment with ML Anomaly Detection systems

« We plan to engage other GridPP sites to come up with the best practices for
monitoring and automated fault recovery, as well as get involved with the
CERN Operational Intelligence group

* It is well known that giving full control to the machines without proper evaluation will eventually lead to Skynet ,..

= e |



Thanks for listening.
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ElasticFlow

We did some experimenting with ElasticSearch modules to analyze network flows from
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Example Logging

As an example, these are the bits in the PromTalil configuration
(promtail.yml) that export general and HTCondor logs:

# PromTail Configuration defines the ruales for scraping local logs

Flserver: -
http listen port: .
grpc_listen port: -

$#% Service Logs

- Jjob name: condor
static configs:

—THTHT—

# Positions - targets:
Fpo=zitions: 31 - "{{ inventory hostname }}:9080"
filename: /tmp/positions.yaml 32 = labels:

Job: condor

# Loki Sexrver UEL 34 host: "{{ inventorv hostnames }}"
Helients: 35 __pa@@r_: /var/log/condor/*og )

- mrl: http://{{ central log server }}:3100/loki/api/vl/push

Flscrape configs:
#%¥ Common Logs
[ - job name: messages # log messages (/var/log/messages)
= static configs:
= - targets:
= "{{ inventory hostname }}:9080"
= labels: .
job: messzages HTCO”dOr IOgS.
host: " il r R Semes e "
__ path

f /Var/log/condor/

General Logs (system messages)



88 Experiments / CentOS7 Cluster Overview # <&

i Prometheus v

~ Batch Cluster

Workemodes Nodes UP
6 4 Nodes DOWN N
2
Condor Enabled Condor Disabled

1

UpTime

Condor Enabled

Average CPU Temperature

1 Temperature

Network Activity (sum)

8GiB
9537 M8
08
9537 MB
220.99 MIE Transr 4 Avg:-30.43MIB
~ VACs
VACs VACs UP VMs Running
19
1 9 VACs DOWN 6 ! ;4
N/A

VACs Network Activity (sum)

AMD \ L ’f
4 / | | l
b yﬂlv]l'_f ‘il' l J‘}.' I)H;J,_ i ..'t.‘;.’q'fru’ws“,"

Offline WN

ClusterView Dashboards

workemodes

Average HD Temperature

VACs CPU Temperature

6:0C )0

np_0 Tem

m_coretemp_1 Tem

erature Current: 62

VACs CPU usage

100.0% pumbiovyamain, .

— CPUs load

S )

W B @ &

@ Last24hours v @

Ambient Temperature

new_dell

dell

new_dell

new_dell

new._dell

new_dell

new_dell

new_dell

new_dell

new_dell

10.141.213.17:9100

10.141.213.18:9100

10.141.213.19:9100

10.141.213.1:9100
10.141.213.20:9100
10.141.213.2.9100
10.141.213.4:9100
10.141.213.5:9100
10.141.213.6:9100
10.141.213.7:9100

41.213.8:9100

13.9:9100

20-008:9100

wn-d20-009:9100
wn-d20-010:9100
wn-d20-011:9100
wn-420-012:9100

013:9100

wn-420-014:9100

wn-420-015:9100

CPU usage

VAC nodes

~ HTCondor

Condor Enabled

1

1 = Enabled, 0 = Disabled

7 day

5 day

Run-Time

2day

Ons
16:00 20:00

== ATLAS-Slot 1 Avg: 3.33 hour

ATLAS-Slot 10 Avg: 3.67 hour

Experiments » Cent0S7 Nodes Monitor -

Running Jobs

Time Vo jobs ~
2020-09-1913:15:59 ATLAS 40
Reboots

No data points

16:00 00:00 0s:00

Jobs run-time by VO

00:00 04:00 08:00

== ATLAS- Slot 13 Avg: 3.58 hour == ATLAS - Slot 14 Avg:4.12hour == ATLAS-Slot 15 Avg: 3.29 hour
== ATLAS-Slot 16 Avg: 3.46 hour == ATLAS-Slot 17 Avg:5.11 hour == ATLAS-Slot 18 Avg: 4.92 hour

o= ATI AS-SInt 10 Aver SAA hnir == ATIAS-Slnt? Auw 2 ANhar == ATIAS-Slnf 20 Aurr 4 56 hoor = AT1AS - Sint 21

CPU usage by VO

I A ln,‘ 2

Running jobs per VO

i * € # [ Olast2ahours ~

HTCondor Jobs/Slot by VO

30
|
o

20 . |
o
L
5
S 10 H

0

00:00 04:00 08:00 12:00

= ATLAS-Slot ATLAS-SIot 10 == ATLAS-Slot 11 == ATLAS-Slot 12 = ATLAS-Slot13 = ATLAS-Slot 14 = ATLAS-Slot 15
= ATLAS - 16 = ATLAS-Slot17 = ATLAS-Slot18 == ATLAS-SIot19 == ATLAS-Slot2 == ATLAS-Slot20 == ATLAS-Slot21

Cores

16:00 20:00

= ATLAS Avg:40

00:00 04:00 08:00

lot22 == ATLAS-SIot23 == ATLAS-Slot24 -~ ATLAS-Slot25 == ATLAS-Slot26 = ATLAS-Slot3 == ATLAS-Slot4
Q- It & == ATIAR-SIntf == ATI AS-Sint7 == &TIAS.SInt R = ATI AS.SIntQ
Load by VO & CE
80
60
3 a0 l—In —
3 |
[s] { L
U T
12:00 20 ; - ) N
ATLAS-Slot 11 Avg:2.89 hour == ATLAS -Slot 12 Avg: 3.24 hour! — ‘ e
o |
16:00 20:00 00:00 04:00 08:00 12:00
3 7 b = ATLAS-ce Min:1 Max:46 Avg:20 = ATLAS-ce03 Min:8 Max 52 Avg: 23
Memory Usage by VO
150 GB
| 100 GB
- ] 1 | ]
H 1
® s068
0MB
12:00 16:00 20:00 00:00 04:00 08:00 12:00

== ATLAS Min: 64.0 GB Max: 101.2 GB

Memory, Disks, Networking ...



Log Queries

@ Explore Loki_Victoria v [0 split| <@ | @Llastthour ~ || @ || ] Clear Al > Live
Log labels -~ rate({job="condor"} |~ "[Eelrror"[1h]) > ©.02 Line limit 1238 © —

+ Addquery O Queryhistory () Queryinspector

Example query: rate of HTCondor
error messages from all workernodes

0.08
| T —_— T —
0.06 e S — ™
pr— e e e “ o _ ——
; 4 o = - — - T - !
o= T E—— — - 1 p—— r
0.04 W e e I ——

0.02 ol - o ® Explore Lokl_victoria . mspit || 2| @ v | @ || @ clearan D Live

endor”} |~ "[Eelrror” Line limit 422 @

Loglabels v | {j

0.00
13:55 14:00 14:05 1410 1415 14:20 14:25 14:30 14:35 14:40

+ Add query ) Queryhistory @ Query inspector

{filename="/var/log/condor/ProcLog" host="wn-d20-002" job="condor"} {filename="/var/log/condor/ProcLog" host="wn-d20-003" job="condor"} {filename="/var/log/condor/ProcLog"host="wn-d20-004" job="condor"}
{filename="/var/log/condor/ProcLog" host="wn-d20-006" job="conder'} — {filename="/var/log/condor/ProcLog",host="wn-d20-031"jeb="condor"} — {filename="/var/log/condor/ProcLog"host="wn-d20-032" job="condor"}
— f{filename="/var/log/condor/ProcLog" host="wn-d20-038" job="condor’} — {filename="/var/log/condor/ProcLog" host="wn-d20-039" job="condor"} — {filename="/var/log/condor/ProcLog",host="wn-d20-040" job="condor"} 2

Logs

Table

Time

2021-04-29 14:54:50

2021-04-29 14:54:50

2021-04-29 14:54:50

2021-04-29 14:54:50

2021-04-29 14:54:50

filename

/var/log/condor/ProcLog
/var/log/condor/ProcLog
/varflog/condor/ProcLog
/var/log/condor/ProcLog

/var/log/condor/ProcLog

host

wn-d20-031

wn-d20-032

wn-d20-038

wn-d20-039

wn-d20-040

job

condor
condor
condor
condor

condor

1434 14:36 1438 14:40 1442 1404 1488 1448 14:50 1252 14:54

Time [ & Unique labels [ Wrap lines [ & Dedup Exact Numbers Signature

Common labels: condsr  Limit: 195

(1222 returned) Totalbytes pracessed: 185 ME

15:05:07 + problem finding resource for 404 (DEX CLATH_FORCTBLY)

15ie8:17 + can't Find resourca with Clainzd (<10

was already revoved

15050

roupTracker (p: 125): fopen o open file /g
rovpTracker
rovpTracker
roupTracker

wnh17-838  a1/73/21 15:85:

+ GrovpTracker (p:

Log Labels:

Filename

host
b cender

Parsed Fields:
s 2001-p1- 20718 05:04,2382

tshs 151578515434 2401 14

roupTracker (p:
roupTracker
rovpTracker
roupTracker

roupTracker

roupTracker (p:

1456

s
'§I|.-.|-|.|||l|I||||||I-I||II.|..||I|||II||I||||I”|.I.|I||||“|||.|II|I”||||II||.I|I|...|.

1458 1500 1502 1504

Flip results arder

551198189 addr=10. 1. 65 . 31-0615knoUDPsock=2045_0597_3>#1616511500¢29093¢. ..} -~ parhaps th

No such Fils

"o such
"o such
Yo such
Yo such File

No such Fils




MatterMost Channel

ClusterComms v 77

: CERN +

Qu Scotgrid
@ @pepposub-...

Q. Find channel

T € >

v CHANNELS

(0]

ClusterComms

Fred The Town Square

Glasgow Notifications
Glasgow Off-Topic
Glasgow Security
Glasgow Storage
Monitoring

Off-Topic

rob

3
]
]
]
]
]
@
@
]
@

VAR

v DIRECT MESSAGES

© Samuel Cadellin Skipsey
© Gareth Douglas Roy

© Gordon Stewart

O Mattermost Account

Adam Boutcher

-

© Q @ O ®

| LFIKINGI 1] INStancerull 10Cdl NoOAEes (7aev/mapper/centos-root X1s new_ael wn-aZu-uu iy 1uu

Message Stream from the Cluster, this should be informational. Alerts should go in Notificat...

workernodes /)

Saturday

AlertManager BOT 5:07 AM

[FIRING:1] VacLazy local vacs (vac 10.141.213.1:9100 vac)

AlertManager BOT 7:356 AM

[RESOLVED] InstanceFull local nodes (/dev/mapper/centos-root xfs new_dell wn-d20-001:9100
workernodes /)

AlertManager BOT 7:12 PM

[FIRING:1] NodeLazy local nodes (new_dell wn-d20-001:9100 workernodes)

Sunday

AlertManager BOT 5:07 AM

[FIRING:1] VacLazy local vacs (vac 10.141.213.1:9100 vac)

AlertManager BOT 7:12PM

[FIRING:19] NodeLazy local nodes (new_dell workernodes)

o ©

Help



~70 Ansi
~50 Ansi

e roles

Git & Wiki

Ansible repository on our internal Git:

ScotGrid > @ Ansible > Details

Ansible ©

Project ID: 1

-0- 636 Commits I 2 Branches ¢ 0Tags [ 296.2 MB Files [ 296.2 MB Storage

Ansible roles to build up the whole Glasgow site 1)

n- +r Star

1 Y Frork 0

master ansible + History Q, Find file Web IDE

@ VAC certificate role added
Emanuele Simili authored & day

[ Add RE

B Add CONTRIBUTING

Enable Auto DevOps

@ Add Kubernetes cluster @ Set up CI/CD

Name Last commit

& cve fixed loki installer

& docs updated pw file: mailing lists; updated perfSONAR install dual in..
& inventory further development of alerting rules et

& playbooks VAC certificate role added

& roles tificate role added

& vars further development of alerting rules et

4 gitignore .gitignore fix

[ ansible.cfig logs

& v Clone +

4dg6esdd [

Last update

6 days ago

days ago

e play-books (incl. maintenance)

Internal wiki with
detailed procedures
and code snippets
for cluster built:

~50 pages

« CanmraiBaciUp saner A0C

Leggedin sa: Srarceie el (gaee!

w3 snraniad sta Da Caraae




Glasgow Tier-2 Cluster

Submission system consists of a few hundred (*) nodes managed by NorduGrid ARC, ARGUS and HTCondor.
It provides computing power to LHC experiments (ATLAS, CMS) and non-LHC experiments (LIGO, CLAS12, ...).

 We have 4 ARC-CE server for job submission: ce01, ce02, ...

* We have ~300 * physical workernodes (~80 connected): wn0O0x
W have 1 ARGUS for user authentication and authorization
 We have 1 HTCondor manager which collects scheduled jobs
 We have 2 Squids acting as a cache for CVMFS

* We have 2 NAT servers for communicating with the outside world
 We have ~20 VAC nodes *: vac00x

 We have a local Storage Element (SE) **

« And, of course, everything is within our private VPN (WireGuard)

* Beside the conventional Grid submission system, the Glasgow site also runs a smaller number of VAC machines to
provide an Infrastructure-as-a-Service (laaS) cloud for various other experiments, including LHCD.

** The Storage Element is composed of three sets of physical machines running Ceph, including about 20 dedicated
storage machines or disks (cephdO0x), six physical caches (cephc0x) and three entry points or servers (cephs0x).
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