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IntroductionIntroduction

Current authentication stack is not longer suitable for theCurrent authentication stack is not longer suitable for the

CERN communityCERN community

Insufficient support of modern protocols (e.g., OIDC,Insufficient support of modern protocols (e.g., OIDC,

multifactor)multifactor)

Cost impact due to Microsoft licenses (Cost impact due to Microsoft licenses ( ))

Alternative Open-Source system under developmentAlternative Open-Source system under development

Currently operating two systems in parallel, MicrosoftCurrently operating two systems in parallel, Microsoft

stack and Open-Source stackstack and Open-Source stack

Aim is to complete transition and improve the serviceAim is to complete transition and improve the service

offeringoffering

Malt ProjectMalt Project
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SSO - AuthorizationSSO - Authorization

Old SSOOld SSO New SSONew SSO
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NumbersNumbers

> 60.000 user accounts> 60.000 user accounts

> 60.000 user groups> 60.000 user groups

> 3.000.000 group memberships> 3.000.000 group memberships

> 15.000 services registered in the old Single Sign On> 15.000 services registered in the old Single Sign On

(SSO)(SSO)  

> 3.700 services are already registered in the new SSO> 3.700 services are already registered in the new SSO
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Overview of new infrastructureOverview of new infrastructure
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Why these choices?Why these choices?

In line with CERN requirments while following standardsIn line with CERN requirments while following standards

Vendor independent (as much as possible)Vendor independent (as much as possible)

In line with efforts to move HEP towards Token basedIn line with efforts to move HEP towards Token based

authorisation (no more certificates)authorisation (no more certificates)

Working with the wider community to ensureWorking with the wider community to ensure

interoperabilityinteroperability
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Mid-Transition InfrastructureMid-Transition Infrastructure
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Application PortalApplication Portal
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Application PortalApplication Portal
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Groups PortalGroups Portal
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SSO - AuthorizationSSO - Authorization
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SSO - AuthorizationSSO - Authorization
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SSO - AuthorizationSSO - Authorization
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SSO - AuthorizationSSO - Authorization

1717



SSO - AuthorizationSSO - Authorization
"resource_access": {"resource_access": {  
    "pasta-enthusiasts": {    "pasta-enthusiasts": {  
      "roles": [      "roles": [  
        "spaghetti-experts"        "spaghetti-experts"  
      ]      ]  
    }    }  
  },  },  
  "cern_roles_missing_mfa": [  "cern_roles_missing_mfa": [  
    "mfarole"    "mfarole"  
  ],  ],  
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SSO - AuthorizationSSO - Authorization
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SSO - AuthorizationSSO - Authorization

Only CERN accounts will be stored in CERN’s LDAPOnly CERN accounts will be stored in CERN’s LDAP

(FreeIPA)(FreeIPA)

Any service that requires authorization information forAny service that requires authorization information for

Guest Accounts should use the SSOGuest Accounts should use the SSO

Groups:Groups:

In the old system they were used for bothIn the old system they were used for both

authorization and for mailing listsauthorization and for mailing lists

In the new system these use cases will be decoupledIn the new system these use cases will be decoupled

with existing groups to be imported as bothwith existing groups to be imported as both

authorization groups and mailing listsauthorization groups and mailing lists
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Recent Progress - SSORecent Progress - SSO

System scale-up to cope with the amount of applicationsSystem scale-up to cope with the amount of applications

registered on itregistered on it

Users can choose between 2 options as second factorUsers can choose between 2 options as second factor

authentication (2FA) methods:authentication (2FA) methods:

One Time Passwords (OTP)One Time Passwords (OTP)

WebAuthN hardware tokens (Yubikey)WebAuthN hardware tokens (Yubikey)

More options for visiting usersMore options for visiting users
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Recent Progress - LDAP andRecent Progress - LDAP and
Kerberos MigrationKerberos Migration

FreeIPA QA environment for service managers to testFreeIPA QA environment for service managers to test

Complex migration of services is unavoidableComplex migration of services is unavoidable

Critical to automate service discovery to minimiseCritical to automate service discovery to minimise

disruption to the CERN Communitydisruption to the CERN Community

H1 2021 focusing on proof of concept for grid batchH1 2021 focusing on proof of concept for grid batch

workflows on FreeIPAworkflows on FreeIPA
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LDAP and Kerberos MigrationLDAP and Kerberos Migration
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Recent Progress - AccountRecent Progress - Account
ManagementManagement
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Recent Progress - AccountRecent Progress - Account
ManagementManagement
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Recent Progress - AccountRecent Progress - Account
ManagementManagement

Currently transitioning all account management to newCurrently transitioning all account management to new

system, which has much improved lifecycle managementsystem, which has much improved lifecycle management

Password management already migrated with improvedPassword management already migrated with improved

features:features:

Password hashes are checked against a DB of leakedPassword hashes are checked against a DB of leaked

password hashespassword hashes

Password rules more user friendlyPassword rules more user friendly
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Community EngagementCommunity Engagement

Huge challengeHuge challenge

Lots and Diverse Teams = Multiple, diverse and complexLots and Diverse Teams = Multiple, diverse and complex

requirementsrequirements

Some services are not actively supported and/or theirSome services are not actively supported and/or their

mailboxes are not actively readmailboxes are not actively read

Malt Active Directory Task Force established in late 2020Malt Active Directory Task Force established in late 2020

to engage with representatives from many technicalto engage with representatives from many technical

sectors of CERN and experimentssectors of CERN and experiments
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Next StepsNext Steps

Focus on finalizing the account management in the newFocus on finalizing the account management in the new

systemsystem

Final decision on Active Directory to FreeIPA migrationFinal decision on Active Directory to FreeIPA migration

planplan

Resources management migration into the new systemResources management migration into the new system
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Want more information?Want more information?

Visit Visit https://auth.docs.cern.ch/https://auth.docs.cern.ch/
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