Unified MFA with PrivacylDEA

FreelPA + Keycloak + PrivacylIDEA
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Background:

« With more applications and services being deployed
at BNL SDCC the adoption of Multi-factor
Authentication (MFA) became inevitable.

« While web applications can be protected by Keycloak
(SSO) with its MFA feature, other service components
within the facility rely on FreelPA (LDAP) for MFA
authentication.

 This technically satisfies cyber security requirements;
but it also creates a situation where users need to
manage multiple tokens under the BNL SDCC
services umbrella.
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Current OTP challenges

« Keycloak unable to consume FreelPA based OTP tokens due

to a design limitation.
 (RFE Case #02592998)

As a result, Keycloak & FreelPA stores user OTP tokens

separately, tokens are not interchangeable.

« Ex. Keycloak uses 20-digit base32 encoded secret Vs IPA uses 32-digit base64
encoded secret for OTP.

End users consume multiple OTP tokens.

« Ex. web applications like Jupyterhub consumes Keycloak-based OTP token vs IPA client
like NX consumes IPA-based OTP token. Confusing to users.

Keycloak’'s OTP tokens are unique per “Realm”.

Need to provide users a single OTP which can be used
everywhere including other services like mail or future new
services.
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PrivacyIDEA

» Enterprise ready opensource modular authentication
system.

« Comes with a variety of MFA tokens and features built-in.

« Easy to integrate to other systems with the use of plug-ins.

« Ex. PAM, OTRS, Apache2, FreeRADIUS, ownCloud,
simpleSAMLphp and Keycloak.

« Customization using REST API, policies and event
handlers.

* Policies allow modification of system level attributes.
« Ex.auth, webui, max tokens etc.

 Ability to map single realm to multiple external realms in
Keycloak.
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PrivacylDEA current MFA offerings
+ More

B - Push Token
. - Four Eyes
- Certificate Token
WebAuthn  (e— - Indexed Secret
RADIUS - mOTP
. - OCRA
» - SSH Keys
- TAN Token
TiQR - TIQR
EMail

Questionnaire
Yubico —————

Yub|key $—
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Overview

Web services

OTP

Keycloak PrivacylDEA
” — FreelPA
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Keycloak enroliment using PrivacyIDEA

nl.gov/auth/realms/SDCC_MFA_TEST/login-actions/authenticate?execution=afc93e88-e62a-4f2a-bb7d

SDCC_MFA_TEST

Scientific Data and
AL LABORATORY Computing Center ‘A You need to set up Mobile Authenticator to activate your

account.

1. Install one of the following applications on your mobile:

© FreeOTP
© Google Authenticator

'SDCC MFA TEST

2. Open the application and scan the barcode

Username

mazaran

Easswoedt 3. Enter the one-time code provided by the application and click Submit to

One-time code *
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Keycloak login using PrivacylDEA

Scientific Data and
AL LABORATORY | Computing Center

'SDCC_MFA _TEST

Restart login

One-time code *
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PrivacylDEA login / roles

e [ Tokens L Users = Machines e Config Q Audit ) Components  e———

i= All tokens
First Previous 2 3 4 5 Next Last

& Enroll Token total tokens: 200

® Import Tokens seriale | Y typee |Y  activee descriptic
Please sign in .
C List Challenges 03¢35b3b-6¢07-4d29-a6e1- totp imported
41371c8364b0
username@admins
0413506a-7a32-4677-9bbe- totp imported
oceoo @ Get Serial ab5ca0147b97
050c6422-0a57-4ab5-9d8a- totp imported
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PrivacylDEA login / roles

6 [ Tokens L users QAudit G

i= All tokens
First Previous - 2 3 4 5 Next Last

-
& Enroll Token total token:

Please Sign in » T oasc:rz;b-es:m-ztdzg-aam- to:pe. Y e. imc:(
testuser@helpdesk z::;::f:::zm??-gbbe- totp impt
......... gggggjgfé%zzltlab&gdiia— totp imp«

i Efgzggigfzt;gg4a-43ea-b5c2- totp impc
« Customized policies used to restrict authorization.
« Customization of Web Ul access (timeout, pop up
message, Ul buttons).
 Restrict specific set of users from logging in all together.
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Questions?



