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IAM deployment @ CNAF
~20 IAM instances in support of various projects 

• WLCG, ESCAPE, DODAS, Deep Hybrid DataCloud, EOSC-Hub, HERD, 
IOTwins, EOSC-Pillar, EGO-VIRGO, T1-Computing, PLANET, MVM, CTA-
LST, … 

Deployed on a Kubernetes cluster 

• Each projects gets a dedicated K8S namespace 

Data stored on HA Percona MySQL cluster 

Kubernetes advantages 

• rolling updates 

• consistent management
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Kustomize for easy configuration management
Config for running instances stored on INFN Gitlab 
server 

• baltig.infn.it 

Kustomize used to implement configuration 
management 

• K8S-blessed config management solution, built-in in kubectl 

• Allows to implement hierarchical configuration structures 

• Base configuration common to all IAM instances with 
reasonable defaults 

• Each deployment then customizes the configuration 
according to the specific needs
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Deploying new instances is easy
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The create-deployment.sh script
Creates a folder with the configuration for the new deployment and implements 
basic IAM instantiation chores: 

• create JSON Web Keys keystore 

• create SAML keystore 

Right after the command, the configuration can be applied and will result in a 
working IAM instance 

- running against a volatile, in-memory database
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Towards an HA deployment
The current deployment is not HA 

• if the infrastructure hosting the k8s cluster goes down, all the IAM instances will be affected 

We are currently exploring two strategies for an HA IAM deployment 

• local HA deployment, leveraging multiple availability zones within INFN-CNAF 
- doesn’t protect from a full INFN-CNAF data center down 

• multi-center HA deployment, with IAM deployed on one(or more) K8S clusters deployed in 
different INFN data centers
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Thanks for your attention. 
Questions?



References
IAM @ GitHub: https://github.com/indigo-iam/iam 

IAM documentation: https://indigo-iam.github.io/docs 

Kustomize: https://kustomize.io/  

Contacts: 

• andrea.ceccanti@cnaf.infn.it 

• indigo-iam.slack.com
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