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IAM @ CNAF
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|IAM deployment @ CNAF

~20 |AM instances in support of various projects

e \WLCG, ESCAPE, DODAS, Deep Hybrid DataCloud, EOSC-Hub, HERD, HTTPS
|OTwins, EOSC-Pillar, EGO-VIRGO, T1-Computing, PLANET, MVM, CTA-

LST, ... i a
Deployed on a Kubernetes cluster _l :! '_

® Fach projects gets a dedicated K8S namespace

®
Y-

3

Data stored on HA Percona MySQL cluster

Kubernetes advantages

® rolling updates

® consistent management




Kustomize for easy configuration management

Config for running instances stored on INFN Gitlab |
1 apiVersion: vlbeta2 .
2 kind: Deployment patch.yaml - Staging
Server 3 metadata:
4 name: ldap 1 # Staging Deployment
5 labels: 2
. . . 6 app: ldap 3 apiVersion: apps/vlbeta2
. ba|t|g°lnfn°lt / spec: 4 kind: Deployment
8 replicas: 1 5 metadata:
9 selector: 6 name: ldap
10 matchLabels: /] spec:
11 app: ldap 8 replicas: 2
12 template:
13 metadata:
. . . . 14 lLabels:
Kustomize used to |mp\ement conﬁguratlon patch.yami - Prod |
bases: Spec.
- containers:
management patcll:liasp - image: osixia/openldz 1 # Production Deployment
)
= Ll UZTiﬁe;gj?tS, 3 apiVersion: apps/vlbeta2
. . . . . - name: ldap-data 4 kind: Deployment
® K8S-blessed config management solution, built-in in kub! e eaen ove, S metadata
16 - name: ldap-config i (it T
. . . . . g 17 mountPath: /etc/1 AN =PEC:
® Allows to implement hierarchical configuration structures 1 name: lgap-certs 5 rePLicas: 6
12 mountPath: /conta 2 AL
- . . . 13 - name: configmap-v L >PeC-
. B T t t ” |AM t th 14 mountPath: /conta 11 volumes:
ase contiguration common to a INStances Wi - S - N
- name: container-r
16 mountPath: /conta = SUEE S L
reasonable defaults 1
32 - containerPOrt: 389

33 - name: openldap

image source: https://kustomize.io/
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Deploying new instances is easy
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A
2 |IAM K8S basic configuration and utils
D Requirements
10 e openss|

e kustomize
4
~ How to deploy a new IAM instance on our K8S cluster
o

1. Obtain a database schema and credentials for the new |IAM instance.
= 2. Create a namespace for your new |IAM instance. Annotate the namespace name
L 3. Create a new iam deployment with the script utils/create-deployment.sh, as follows:
o

NAMESPACE=example FQDN=1iam-demo.example VOMS_FQDN=voms—demo.example sh utils/create—-deployment.sh

N

4. Follow the instructions in the README.md file in the deployment directory




The create-deployment.sh script

Creates a folder with the configuration for the new deployment and implements
basic |IAM instantiation chores:

® create JSON Web Keys keystore
® create SAML keystore

Right after the command, the contiguration can be applied and will result in a
working IAM instance

- running against a volatile, in-memory database




Towards an HA deployment

The current deployment is not HA

® if the infrastructure hosting the k8s cluster goes down, all the |IAM instances will be affected

We are currently exploring two strategies for an HA |IAM deployment

® |ocal HA deployment, leveraging multiple availability zones within INFN-CNAF

- doesn’t protect from a full INFN-CNAF data center down

® multi-center HA deployment, with IAM deployed on one(or more) K8S clusters deployed in
different INFN data centers




Thanks for your attention.
Questions?
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IAM @ GitHub: https://github.com/indigo-iam/iam

|AM documentation: https://indigo-iam.github.io/docs

Kustomize: https://kustomize.io/
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