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Introduction: quantum computing...

the end of the world as we know it?
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I, for one, welcome our new quantum overlords

m QUANTUM PHYSICS
Google officially lays claim
to quantum supremacy

A quantum computer reportedly beat the most powerful
supercomputers at one type of calculation

Image credits: sciencenews.org
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Philosophy of the course

If you can't
explain it to a

you don't

understand it
yourself.

ALBERT EINSTEIN

Image credits: Modified from an Instagram image by Bob MacGuffie
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Tools and resources

e Jupyter Notebooks
* Web application to create and execute notebooks that
include code, images, text and formulas
® They can be used locally (Anaconda) or in the cloud
(mybinder.org, Google Colab...)
¢ |BM Quantum Experience
® Free online access to quantum simulators (up to 32 qubits)
and actual quantum computers (1, 5 and 15 qubits) with
different topologies
® Programmable with a visual interface and via different
languages (python, gasm, Jupyter Notebooks)
® Launched in May 2016

® https://quantum—-computing.ibm.com/

Image credits: IBM 5/64


https://quantum-computing.ibm.com/

Tools and resources (2)

¢ Quirk
® Online simulator (up to 16 qubits)
* Lots of different gates and visualization options
® http://algassert.com/quirk
¢ D-Wave Leap
Access to D-Wave quantum computers
Ocean: python library for quantum annealing
Problem specific (QUBO, Ising model...)
https://www.dwavesys.com/take—-leap

D:\WJAVUR (Lear)
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http://algassert.com/quirk
https://www.dwavesys.com/take-leap

The shape of things to come




What is quantum computing?

Quantum computing

Quantum computing is a computing paradigm that exploits
quantum mechanical properties (superposition, entanglement,
interference...) of matter in order to do calculations

Image credits: Erik Lucero




Models of quantum computing

* There are several models of quantum computing (they’re
all equivalent)

Quantum Turing machines

Quantum circuits

Measurement based quantum computing (MBQC)

Adiabatic quantum computing

Topological quantum computing

e Regarding their computational capabilities, they are
equivalent to classical models (Turing machines)

Image credits: Getty Images
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Quantum and classical computational complexity

4 PSPACE problems \

4 NP problems N

NP complete

-—— - = —— ——
P —N“
- =

Image credits: wikipedia.org
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computers?

What technologies are used to build quantum

Current

Capacitors

Inductor

~—Microwaves

Superconducting loops
Company support

Google, IBM, Quantum Circuits

©Pros
Fast working. Build on existing
semiconductor industry.

@ Cons
Collapse easily and must
bekept cold.

Laser

Electron

Trapped ions
ionQ

Very stable. Highest
achieved gate fidelities.

Slow operation. Many
lasers are needed.

Microwaves

Silicon quantum dots
Intel

Stable. Build on existing
semiconductor industry.

Only afewentangled
Must be kept cold.

Topological qubits.
Microsoft,
Bell Labs

Greatly reduce
errors.

Existence not yet
confirmed.

Electron

Vacancy—

Laser

C

Diamond vacancies
Quantum Diamond
Technologies

Can operate at
room temperature.

Difficult to
entangle.

Image credits: Graphic by C. Bickle/Science data by Gabriel Popkin
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What is a quantum computer like?

Image credits: IBM

The Sounds of IBM: IBM Q
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https://www.youtube.com/watch?v=o-FyH2A7Ed0

Programming a quantum computer

e Different frameworks and programming languages:
* gasm

Qiskit (IBM)

Cirg (Google)

Forest/pyqil (Rigetti)

Q# (Microsoft)

Ocean (D-Wave)

* Most of them for quantum circuit specification

Image credits: IBM
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What are the elements of a quantum circuit?

e Every computation has three elements: data, operations
and results
¢ |n quantum circuits:
¢ Data = qubits
® QOperations = quantum gates (unitary transformations)
® Results = measurements

Image credits: Adobe Stock
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Part Il

One-qubit systems: one qubit to

rule them all
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What is a qubit?

¢ A classical bit can take two different values (0 or 1). ltis
discrete.

¢ A qubit can “take” infinitely many different values. It is
continuous.

¢ Qubits live in a Hilbert vector space with a basis of two
elements that we denote [0) y |1).

* A generic qubit is in a superposition

1) = a|0) + B [1)
where « and 8 are complex humbers such that
|of? + (87 =1

0
@0 ~”

B =D

e LR

e —1)
Classical Bit Qubit

Image credits: https://prateekvjoshi.com/ 16/64



Measuring a qubit

e The way to know the value of a qubit is to perform a
measurement. However
® The result of the measurement is random
* When we measure, we only obtain one (classical) bit of
information
¢ |f we measure the state ) = «|0) + 5 |1) we get 0 with
probability |a|? and 1 with probability |3|2.
¢ Moreover, the new state after the measurement will be |0)
or |1) depending of the result we have obtained
(wavefunction colapse)
¢ We cannot perform several independent measurements of
|1)) because we cannot copy the state (no-cloning
theorem)

HOW'S YOUR
ANTUM COMPUTER

£ 3
- 2| THE PROTECT EXISTS |
PROTOTYPE COMING

E] INA SIMULTANEOUS
8| STATE OF BEING BOTH
2| TOTALLY SUCCESSFUL  |£
AND NOT EVEN £
STARTED.

| CANT  THATS
2| OBSERVE A TRICKY
IT?  QUESTION.
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What are quantum gates?

¢ Quantum mechanics tells us that the evolution of an
isolated state is given by the Schrédinger equation

H(t)|4(t) = Zh - [9(E)

¢ In the case of quantum circuits, this implies that the
operations that can be carried out are given by unitary
matrices. That is, matrices U of complex numbers verifying

uut=UtU=1

where Ut is the conjugate transpose of U.

e Each such matrix is a possible quantum gate in a quantum
circuit
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Reversible computation

® As a consequence, all the operations have an inverse:
reversible computing

¢ Every gate has the same number of inputs and outputs

e We cannot directly implement some classical gates such
as or, and, nand, xor...

¢ But we can simulate any classical computation with small
overhead

¢ Theoretically, we could compute without wasting energy
(Landauer’s principle, 1961)

Image credits: wikipedia.org 19/64



One-qubit gates

¢ When we have just one qubit |¢) = «|0) 4+ 3 |1), we usually
(6%

B

e Then, a one-qubit gate can be identified with a matrix
U= (i b> that satisfies

d
a b\(a c\ (10
c d)\b d)  \0 1
where @, b, ¢, d are the conjugates of complex numbers
ab,c,d.

represent it as a column vector
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Action of a one-qubit gate

* Astate [¢)) = «|0) + 3|1) is transformed into

(2 8)(5)=(27a%)

that is, into the state |¢) = (aa + bj3) |0) + (ca + dB) |1)
e Since U is unitary, it holds that

(ac + bB)[? + |(ca + dB)? =

21/64



The X or NOT gate

e The X gate is defined by the (unitary) matrix

0 1
10
e |ts action (in quantum circuit notation) is

0) )
) 0)

that is, it acts like the classical NOT gate
e On a general qubit its action is

al0)+ 8|1 —{ X} B10) + 1)
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The Z gate

e The Z gate is defined by the (unitary) matrix
1 0
0o -1
0) 0)
1) = 1)

e |ts action is
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The H or Hadamard gate

e The H or Hadamard gate is defined by the (unitary) matrix

(1

V2 \1 -1
e |ts action is 0411
Jr
o —{A}- 2

e We usually denote

and
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Other important gates

e Y gate
0 —i
(o)
e Sgate
1
(o &%)
e T gate

1 0
0 €&z

* The gates X, Y and Z are also called, together with the
identity, the Pauli gates. An alternative notation is o, ov,

oz.
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The Bloch sphere

e A common way of representing the state of a qubit is by
means of a point in the surface of the Bloch sphere

* If [¢p) = a|0) + B[1) with |a|2 + |B|? = 1 we can find angles
~, 4,8 such that

; 0
a = e cos—

2
- 0
_ e/5 .
I5; sin
¢ Since an overall phase is physically irrelevant, we can

rewrite p p
) = cos 5 |0) + €' sin > 1)

with0 < <mand0 < ¢ < 27.
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The Bloch sphere (2)

* From |¢)) = cos § |0) + € sin §|1) we can obtain spherical
coordinates for a point in R3

(sin 6 cos i, sin Osin p, cos H)

Image credits: wikipedia.org
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Rotation gates

* We can define the following rotation gates
' 0 .. 0 0 _jcnl
RX(Q):e*IgX:cos—/—lsin X — ( COSZH IS|n02>

2 2 —ising  cosy

o joy o, .. 0, cos & —sing
Ry(6) = e '2 —coszl lsm2Y—<Sin§ cos

]
itz Q_.. Q . e’z 0 _ 1 0
Rz(0) = e '2 _coszl i sin 22—< 0 &)= \0 e

e Notice that Rx(7) = X, Ry(n) = Y, Rz(n) = Z,
Rz(%) = S, Rz(%) = T
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Using rotation gates to generate one-qubit gates

¢ For any one-qubit gate U there exist a unit vector
r = (rx, ry, rz) and an angle ¢ such that

U=e 2l = cosgl— isin g(rXX+ Y +r.2)

e For instance, choosing 6 = w and r = (i 0

75 we can
see that

1
7;75)
H=e /3" = f(x+ 2)

e Additionally, it can also be proved that there exist angles a,
B and ~ such that

U= Rz(a)Ry(8)Rz(7)
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Inner product, Dirac’s notation and Bloch sphere

¢ The inner product of two states |¢1) = a4 |0) + 34 [1) and
o) = ap|0) + B2 ]1) is given by

(07

(h1]p2) = (a7 fr) < é) =ajap + B15o

¢ Notice that (0|0) = (1|1) =1 and (0|1) = (1]0) =0
e This allows us to compute

(1)2) = (a7 (0] + B1 (1]) (a2 |0) + B2 (1))
= aqaz (0]0) + a1 B2 (O[1) + Braz (1]0) + 3182 (1]1)
=maz + (162

¢ Orthogonal states are antipodal on the Bloch sphere
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Hello, quantum world!

e Qur very first quantum circuit!

0)
¢ After applying the H gate the qubit state is
0) +11)
V2

e When we measure, we obtain 0 or 1, each with 50%
probability: we have a circuit that generates perfectly
uniform random bits!
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Part IlI

The BB84 protocol: Alice and Bob’s

hotline
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One-time pad: a Catch-22 situation

e Alice wants to send Bob a message m without Eve being
able to learn anything about its content
* This can be achieved if Alice and Bob share in advance a
string k of random bits:
® Alice computes x = m @ k and sends x to Bob
® Eve cannot learn anything from x
(Pr(M = m|X = x) = Pr(M = m))
® But Bob can recover m by computing x @ k
* The main problem is that k has to be as long as m and
cannot be reused so... how to agree on k?

Alice Bob
One-time One-time
pad pad

) 4 v
Plaintext T\ Ciphertext /T Plaintext
LU L/ "
Encrypt Decrypt

Image credits: nullprogram.com
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The problem of key distribution

¢ Alice and Bob may share several keys for later use when
they are together
e But... what if they cannot meet each other?
* There exist key distribution methods like the Diffie-Hellman
protocol but...
® They are not unconditionally secure (they usually rely on
hardness assumptions)
¢ |n fact, DH can be broken with quantum computers!

Diffie - Hellman Key Exchange Protocol

Secret: a, K
A = gamod p

= Ba
Alice S

dy.com/ 34/64



BB84: Alice’s part

¢ In 1984, Charles Bennett and Gilles Brassard proposed
the first protocol for quantum key distribution (QKD)

¢ Alice generates a (private) string of random bits

e She could even do this with a quantum computer (H gate +
measure)

e Then, for each bit she randomly chooses if she encodes it
in the {|0),|1)} basis orin the {|+), |—)} basis (remember

that |+) = J5(|0) +[1)) and |-) = 5(|0) —[1)))

e She can easily do this by using H and X gates (recall that
H|0) =|+),H[1) =|-), X|0) = 1), X [1) = |0))

e Alice sends the resulting qubits to Bob (through a quantum
but not necessarily secure channel)
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BB84: Bob’s part

e Each time Bob receives a qubit, he randomly decides
whether he will measure it in the {|0),|1)} basis or in the
{|4+),]|—)} basis

e He does this by applying (or not) the H gate before
measuring

e He writes down the results and the basis he used:

e |f he used {|0),|1)} he writes down O if he gets |0) and 1 if
he gets |1)

* If he used {|+),|—)} he writes down 0 if he gets |+) and 1
if he gets |—)
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: Alice and Bob on the phone

After this process, Alice and Bob talk on a classical
channel (authenticated but not necessarily secure)

Bob announces the bases he has used for the
measurements and Alice announces the bases she used
to code the bits

Bob does NOT announce the results of his measurements

For those bits in which Bob measured with the same basis
that Alice used for coding, he has got the bit that Alice
intended to send

The rest are discarded (they will keep about half of the bits)

37/64



BB84: The protocol in an image

Keybits 1 1
Photons &” ¢ - N e

a B3 B3 o B3 e 3 3 EE IEB Bases

0 110 01 1 0 1 0 1 0 Result

X & & o o XN X I XA
-1 - 001 - - 1 0 1 0 Keybits

Image credits: A. Carrasco-Casado, V. Fernandez, N. Denisenko

38/64



Eve tries to intercept and resend...

¢ Imagine Eve has access to the qubits that Alice sends to
Bob

¢ Eve could try to measure and resend the qubit to Bob

e |t is imposible for Eve to distinguish the four possibilities
{10),[1),]+),|—)} because she does not know the basis
that Alice has chosen

¢ |f Eve chooses a basis at random, she will make an error
half of the time and Alice and Bob may detect it (by sharing
some of the bits of the key to check that they are equal)

e Eve cannot copy the qubits and wait to check the basis that
Alice and Bob have used (no cloning theorem)

e Other more complex attacks are possible, but can be
shown to fail
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Information reconciliation and privacy amplification

e Because of imperfections in the channel and devices or
because of eavesdropping, some of the bits that Alice and
Bob have may be different

¢ They can conduct a process of information reconciliation
(for instance, with the cascade protocol)

e After this phase (or even before), some information may
have leaked to Eve

¢ Alice and Bob can perform privacy amplification (for
instance, with randomness extractors)

Image credits: hikingandcoding.wordpress.com
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QKD at CERN

Image credits: https://arxiv.org/pdf/1203.4940.pdf




Kak’s three-stage protocol

Proposed by Kak in 2006
¢ |t needs an authenticated quantum channel
Suppose Alice wants to send |x) € {|0),|1)} to Bob:
® Alice chooses 64 at random and sends Ry(64) |x) to Bob
® Bob choose 6 at random and sends Ry (0g)Ry(04) |X)
back to Alice
® Alice applies Ry(—04) and sends

Ry(—0a)Ry(08)Ry(04) |X) = Ry(0s) [X)

to Bob
e Bob can now recover |x) by applying Ry(—6g)

e
X u (X,
A 4(X) Bob
UsUa(X

s
—_— - X
— u
Us(X)

Image credits: wikipedia.org

42/64



The quantum one-time pad

The analagous of the one-time pad with quantum
operations would be to choose a € {0, 1} at random and
encode |x) € {|0),|1)} as

X2|x)=|x®a)

This cannot be extended to general qubits |¢)) because
X|+)=[|+)and X|-) =|-)
We need to choose two bits a and b at random and encode

l¢) as
ZoX2 )
Bob can now recover |1)) by applying X2z
It can be proved that this is unconditionally secure
The QOTP is the basis of some blind quantum computing
protocols
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Other protocols that use independent qubits

e The use of independent qubits does not fully exploit the
possibilities of quantum information, but there are some
additional interesting applications

e For instance:

e Other QKD protocols: B92, SARG04, Six-state protocol...
® The concept of quantum money (Wiesner)

The Elitzur-Vaidman bomb tester

Quantum position verification

One-qubit classifier

NEHEEEH
HNHNE
e E N

= M HHEH

Image credits: The American Association for the Advancement of Science 44/64



Part IV

Two-qubit systems: more than the

sum of their parts
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Working with two qubits

e Each of the qubits can be in state |0) or in state |1)
¢ So for two qubits we have four possibilities:
0) ®10),10)® [1),[1) ®0), [1) @ |1)
that we also denote
0)10),10) [1),[1) 0}, [1) 1)
or
00),[01),[10) , [11)

e Of course, we can have superpositions so a generic state
is

|¢) = @00 |00) + @01 [01) + 10 [10) + 41 [11)
where ayy, are complex numbers such that
1

Z \axyfz =1

x,y=0
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Measuring a two-qubit system

e Suppose we have a state

") = a0 [00) + o1 |01) + 10 [10) + g1 [11)

e |f we measure both qubits, we will obtain:

00 with probability |ago|? and the new state will be |00)

01 with probability |ao1|? and the new state will be [01)

10 with probability |10/ and the new state will be [10)

11 with probability |11|?> and the new state will be [11)

e |tis an analogous situation to what we had with one qubit,
but now with four possibilities
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Measuring just one qubit in a two-qubit system

¢ |f we have a state
[9) = ago [00) + ap1 [01) + a0 [10) + 11 [11)

we can also measure just one qubit

¢ |f we measure the first qubit (for the second one is
analogous):
* We will get 0 with probability |ago|? + |ao1|?
* |n that case, the new state of |¢) will be

Qo |00> + Qa1 |O1>

Vool + a1 2

* We will get 1 with probability |a1o|? + |11 [?
* |n that case, the new state of |¢) will be

a10|10> —+ 99 |11>

V0eol2 + Jaqq[?
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Two-qubit states and vector representation

¢ A general two-qubit quantum state is
") = a0 [00) + o1 |01) + a10 [10) + g1 [11)
* We can represent with the column vector

Qoo
a1
a0
Q11

e We can compute inner products by noticing that
(00]00) = (01|01) = (10[10) = (11|11) =1
(00|01) = (00]|10) = (00|11) =---=(11|00) =0

¢ A two-qubit quantum gate is a unitary matrix U of size 4 x 4
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Tensor product of one-qubit gates

¢ The simplest way of obtaining a two-qubit gate is by having
a pair of one-qubit gates A and B acting on each of the
qubits

¢ In this case, the matrix for the two-qubit gate is the tensor
product A® B

e |t holds that

(A® B)(|¢¥1) @ [¢2)) = (Aly1)) @ (Bly2))

e Of course, either A or B may be the identity
¢ This does NOT exhaust all posible two-qubit gates

{bl,l 51,2] [bl,l bl,Z ] a1,1b1,1 a1.1b1,2 a1,2b1,1 al.zbl,z

a1 aip

[al,l a1,2:| ® [bl,l 51,2] -~ by bap by bag | aaben arabay aipbay aiaba

a1 a2 by1 bao b1 big b1 bip a1b11 azibia az2bii azabin
a2 by b a2 b1 oo ag1ba1 a21bop  @22ba1 anabap

Image credits: wikipedia.org

50/64



The CNOT gate

e The CNOT (or controlled-NOT or cX) gate is given by the
(unitary) matrix

10 0O
0100
0 0 0 1
0 010

e |f the first qubit is |0), nothing changes. If itis 1), we flip
the second bit (and the first stays the same)

e That is:
|00) — |00) |01) — |01)

[10) — [11) [11) — [10)
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Action of the CNOT gate

e lts actionon x, y € {0,1} is, then:

X) —— [

ly) —b— [y ®x)

¢ This is an extremely important gate for it allows to:

® Create entanglement (more on this soon)
® Copy classical information, because:

|00) — |00)
[10) — [11)

e Construct other controlled gates

52/64



Equivalences with CNOT gates

e Sometimes, CNOT gates are not implemented between all
pairs of qubits in a quantum computer

e We can use H gates to change the control and target of a
CNOT gate

= =

e We can swap states using three CNOT gates

D
WV
)
"y
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Constructing controlled gates by using the CNOT gate

¢ Any one-qubit gate U can be decomposed in the form
e’ AXBXC

with ABC =/
e Then, the circuit

S B AF—

implements a U gate on the lower qubit controlled by the
upper qubit
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The no-cloning theorem

e There is no quantum gate that makes copies of an
arbitrary (unknown) qubit

e The proof is easy: suppose we have a gate U such that

Ul) [0) = |4) [4)
e Then U|00) = |00) and U|10) = |11) and by linearity

U( 75100} +110))) = (U100} +U[10)) = ~(00)+/11)
" B 00) + [10) [0) + [1)
\@ :( \/é )’0>

so we should have

00) + [10), _ (10)+ 1) (0)+ 1)) , 1
N R R

(100) +11))
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Quantum entanglement: the spooky action at a

distance

e We say that a state |¢) is a product state if it can be written
in the form

V) = [¢1) [vh2)
where [¢1) and |12) are two states (of at least one qubit)
¢ An entangled state is a state that is not a product state
e Example of entangled states (Bell states):

00) +[11) 00) — |11)
V2 V2
01) +[10) 01) —|10)

V2 V2
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Hello, entangled world!

e We can construct (and measure) Bell states with simple

circuits
0)
0) < A=

e |Initially, the state of the system is |00)

o After we apply the H gate, the state is

00) + [10)
V2

e When we apply the CNOT gate, the state changes to

|00) + [11)
V2
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Hello, entangled world!

0
0) <> A=

e Before we measure the first qubit, we have the state
|00)+[11)
V2

 We will get 0 or 1, each with probability 3

e Suppose we obtain 0. Then, the new state will be |00)

e Then, when we measure the second qubit we will obtain 0
with probability 1!

e Also, if we obtain 1 in the first qubit, in the second we will
also obtain 1!
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Part V

The CHSH game: Nature isn’t

classical, dammit
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The CHSH game

Based in an inequality proposed in 1969 by Clauser,
Horne, Shimony and Holt based on previous work by John
Bell
Alice and Bob receive bits x and y from a referee
They have to respond with bits a and b
They win if

acb=x-y
They can decide on a joint strategy beforehand, but they
cannot communicate during the game

¥
x/\y
OF T8O

Image credits: quantumcomputing.stackexchange.com
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Classical strategies for the CHSH game

e Alice and Bob can win 75% of the time if they always
answer ‘0’

e No other deterministic strategy can do better

e And probabilistic strategies are convex combinations of
classical strategies so they cannot improve the 75%
success rate

a=0la=1|a=x =T
b=20 3/4 1/4 3/4 1/4
b=1 1/4 3/4 1/4 3/4
b=y 3/4 1/4 1/4 3/4
b=-y | 1/4 3/4 3/4 1/4

Image credits: Ryan O’Donnell
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Quantum strategy for the CHSH game

Alice and Bob share a Bell pair before the start of

the game

If Alice receives 0, she measures her qubit and ouputs the
result

If she receives 1, she applies Ry(75) to her qubit and then
she measures it

If Bob receives 0, he applies Ry(%). Else, he applies
Ry(—%)-

Then, he measures his qubit

The probability of winning is now cosz(g) ~ 0.85>0.75

0) —{H] Rv(3)
0)

|00)+]11)
V2

D
UV
g ]
-<
—
a3
~
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Some comments on the CHSH game

e It can be proved that cos?(%) is the highest possible

success rate for a quantum strategy (Tsirelson’s bound)
e The CHSH game can be used to rule out local realism
e Several experiments have been conducted, including:

® Aspect et al. (1981-82)
* Hensen et al. (2005) - Eliminate the locality and detection

loopholes
¢ All of them agree with the predictions of quantum theory

D+ d b D+

—¢{L

A D—i j D- | B

CM [«

Image credits: George Stamatiou based on png file of C.Thompson
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The GHZ game

¢ Introduced by Greenberger, Horne and Zeilinger

¢ A referee selects rst from {000,011,101,110} and sends r
to Alice, s to Bob and t to Charlie

* They produce a, b and ¢ and win if

aobpec=rvsvt

¢ Classically, they can only win with 75% probability
¢ Quantumly, they can win every single time
® They share the state

%(|ooo> —[011) — [101) — |110)

® They apply H to their qubit if the receive 1
® They measure and return the answer
¢ This is sometimes called “quantum pseudo-telepathy”
(Brassard, Cleve, Tapp)
e Both the CHSH and the GHZ game can be used for

randomness certification (and expansion)
64/64
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