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About the speaker

Jan Budroweit

Studied Communication and Information Technologies in
Hamburg

Since 2013 at DLR as scientist and engineer

Responsible engineer for the communication subsystem at the
Eu:CROPIS mission (launched in 2018 — second satellite
mission fully supported by DLR)

PhD candidate at TU Hamburg-Harburg

Research activities
 Future radio systems for space missions (communications
and payload)
« Radiation effects on electronics and systems
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Outline

« Background and Motivation

* Risk Assessment Approach for COTS Usage in Space
« Radiation Testing on RFIC

« System-Level Verification

« Conclusion
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Introduction and Motivation

State of the art radio systems for space missions

« Radio systems for spacecraft/satellites are usually designed and develop for one specific application:
» GPS-Receiver
» TV-Broadcast
» Satellite communication (TM/TC)
» Radio and RF Payloads (e.g. AlS, ADS-B, ...)
>

* In the beginning, such radio system were designed discretely
v Very robust and reliable
— No flexibility
— Very large systems

« Software-Defined Radio (SDR) systems already established over the past decades in space
v" More flexibility in terms of data/signal processing adaption
v' Smaller systems
— Just for a single application (e.g. GPS Receiver)

2 O
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Introduction and Motivation

What is a Software-Defined Radio (SDR)?

« A SDR usually defines the signal processing in software:
* Implementation on a DSP or FPGA

« Also consist of:
« ADC and DAC
 RF Front-End

» RF Front-End mostly untouched and tailored to specific application requirements

Q TM&TC
4 @o% I % / GPS
W

VHDL (S clet ";3;\3‘ ook @“ i Payload #1
/Verilog R N Payload #2
<— ADC RF |
(ﬁ DSP, <———> Front- €------7---- > Antenna(s) |
FPGA | 5 DAC e -

A
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Introduction and Motivation

The Generic Software-Defined Radio (GSDR)

 RF Front-Ends can now be configures by software thanks to RF Integrated Circuits (RFIC)
» A single hardware (radio) for operating multiple applications (two/three/four in one)

> Better utilization of limited resources (size, weight, power, ...) on a spacecraft

GRS

> Antenna(s)

VHDL
/Verilog

C
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» 10%: TM&TC SatCom <-> 90%: RF Payload (ADS-B Receiver, AIS Receiver, Spectral
Monitoring, ...)

@\C/CH

< ADC
DSP,
FPGA > DAC
GNU/
Python

TM&TC
Payload #1
Payload #2

GPS
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Introduction and Motivation

Constraints with RFICs

RFICs (AD9361) for SDR systems

Pros

v Frequency selection: 70 MHz to 6 GHz

v' Adaptive sample rates: up to 64 MSPS

v Integrated RF technology (e.g. amplifiers, filter,

) Use of COTS Devices
v Small device ‘ _ ,
v “Low” power consumption for Space appllcatlons?
Cons

— Limited availability and manufacturers

— Very complex and highly integrated ICs

— High requirements (power, noise, stability, ...)
— Compatibility to FPGASs or Processors

— Not designed for the use in space!
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Risk Assessment for the Use of COTS

Space mission survey

Traditional space missions CubeSat space missions
» High costs * Low costs
* Low risk acceptance « High risk acceptance
* Intense QA « No QA
« Avoidance of COTS usage « COTS usage (only)
« Long development time * Fast development time
« Standardization (ECSS) * No standardization
» High success rate » Low success rate

Huge gap between both mission approaches

Eu:CROPIS, source: DLR Qtum’s CubeSat , source: Qtum Foundation
‘h
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Risk Assessment for the Use of COTS

Space mission survey

Traditional space missions NewSpace missions

» High costs « Lower costs

» Low risk acceptance « Medium risk acceptance

* Intense QA « COTS usage preferred

« Avoidance of COTS usage « Faster development time

* Long development time

. Standardization (ECSS) New Approach, no standards

Eu:CROPIS, source: DLR

defined yet

» High success

5
\
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CubeSat space missions

 Low costs
* High risk acceptance
« No QA
« COTS usage (only)
« Fast development time
» No standardization
» Low success

i~ ‘rﬁ% : ‘w

Qtum’s CubeSat , source: Qtum Foundation
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Risk Assessment for the Use of COTS

Considerations for the Use of COTS

STRENGTHS - weakmesss

* Functional performance * Poor control of supply chain

* Latest technologies * Obsolescence and counterfeit

* Availability on stock * Limited technology insight

* Fast proof-of-concept * Testability of devices

* Competitive market * Limited qualification from manufacturer
* Low costs compared to space EEE parts * Up-screening efforts (RHA, RLAT)

* ITAR free

7 O
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Risk Assessment for the Use of COTS

Radiation Hardness Assurance (RHA) for COTS

* Using COTS in space is not new, but becomes more and more important due to NewSpace
* Usually, for traditional space missions, those COTS devices were completely up-screened (e.g., according to ECSS)
» Not unlikely that up-screening costs are higher than a comparable space-qualified EEE part
e To avoid the expensive up-screening, RHA can be mainly considered since radiation is the most critical environmental

stress.

v’ Certain publications were published for RHA on COTS (also given as guidelines from NASA).
— RHA approaches mainly based on engineering judgment or does not cover a system-point of view (in terms of

failure propagation)

» A numerical-based criticality analysis for RHA would be beneficial
» A RHA approach that also covers the system perspective of view
» A guidance on how to select between COTS and RadHard / space-qualified EEE parts

7 O
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Risk Assessment for the Use of COTS

FMECA-based RHA approach

* The proposed RHA approach is based on the Failure Mode, Effects and Criticality Analysis (FMECA)
*  Well known tool in space quality assurance for criticality analysis
e Based on three parameter:

CN =SN x PN x DN

. [TIDN=1
» Severity Number (SN) Con-z
» Probability Number (PN) -4
» Detection Number (DN)
Severity Level Severity Number (SN) Severity Category Failure Effect
Propagation of failure
1 4 Catastrophic to other S).JStemS’
assemblies or
equipment
2 3 Critical Loss of functionality
3 5 Maior Degradation of
] functionality e
4 1 Negligible Minor or no effect SN 4 1 PN 10.3390/electronics10091008,
source: Budroweit et. al
PN Level PN Limits PN DN Definition
Very likely P>1x10"1 4 4 Very unlikely
Likely 1x103<P<x107! 3 3 Unlikely
Unlikely 1x10°<P<x103 2 2 Likely
Very unlikely P<1x107° 1 1 Very likely

7 O
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Risk Assessment for the Use of COTS

FMECA-based RHA approach

* The FMECA-based RHA approach follows the

following stages: o

» Step 1: System level breakdown structure into . " -+ s
functional block design s i e : o ometes

« Step 2: FMECA-based severity analysis performed | l th
on functional blocks e R sl

* Available information of
radiation tolerance

e Step 3: Technology assessment and rating on
functional blocks

e Step 4: Evaluation of the FMECA-based criticality
of selected devices.

P ~

[ Suggested \

\ Environment /
~ -

[/ Suggested \
\ Environment /
~ rd

-

° Acceptable for use

- Radiation

Testing Data Valid?

System Design

]
NO YES CN Deter-
v v v mination

Functional Block Functional Block Functional Block

#1 #2 e #n

CNz24 or
PCN 2187

Use RadHard

alternatives if available

10.3390/electronics10091008,
source: Budroweit et. al
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Risk Assessment for the Use of COTS

FMECA-based RHA approach: Example on a baseband processor

Step 2: Severity analysis

ID Failure mode Failure causes Failure effects SN

BBP.1 HW Failure SELs or high current permanent loss of system
states functionality

BBP.2 HW Failure TIDs, long-term degra- permanent loss of system
dation funectionality

BBP.3 HW Failure SHEs, non-recoverable permanent loss of system
state functionality

BBP.4 HW Failure SEFIs, recoverable state  temporary loss of system 2

funectionality

BBP.5  SW Failure SEU/MBU/SEFIs, OS temporary loss of system 2
crash functionality

BBP.6 SW Failure SEU/MBU/SEFIs, SW

thread/process crash

temporary loss of
system-parts’ functional-
ity

%

S
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Step 3: Technoloqy and device survey

Device  Techno. Level | Review Complex. Perform. Costs Data
PP ne AL | ne N
S0 na AL | ne SR -
FPGA  na. All | na. N -+

SoC n.a. All | na -+

Device Techno. Level ‘ Review Complex. Perform. Costs Data
XNilinx 28 nm Mil. -+

Zynq- CMOS

7000

Xilinx 16 nm Mil.

Ultra- FinFET

scale

Altera 28 nm Auto.

Cyeclone- CMOS

v

Microsemi 130 nm Mil.

Smart- CMOS

Fusion
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Risk Assessment for the Use of COTS

FMECA-based RHA approach: Example on a baseband processor

Step 2: Severity analysis

———
1D Failure mode Failure causes Failure effects SN M;N['EC*-
rocess eview
BBP.1 HW Failure SELs or high current permanent loss of system
states functionality YES
- 1509001
" Fai - _ COTS Devi COTS Devi . itori
BBP.2 HW Failure T[F)s, long-term degra perm?_nen? loss of system SRp:;:;Or_d[;r yatirig Mot . Eﬁiifﬂifﬁl"e’iﬁ "
dation functionality Analysis Analysis = Product traceability
* Process information
BBP.3 HW Failure SHEs, non-recoverable permanent loss of system . i i
state functionality - Avaiblable qualificati
- y "’;Z’;‘:x‘- M;E’L‘:;a‘:'- levels Z:OET{;:,aMlllcj E‘S)"
BBP.4 HW Failure SEFIs, recoverable state  temporary loss of system 2 . Eﬁffﬁﬂipab”:fi“d
- wallal nrormation
functionality radiation tolerance
BBP.5  SW Failure SEU/MBU/SEFIs, OS temporary loss of system 2
crash functionality
BBP.6 SW Failure SEU/MBU/SEFIs, SW temporary loss of
thread/process crash system-parts’ functional-
ity

s - - - = ~
j Suggested O\
\,  Environment /J

~—————

-~

Radiation
Testing

° Acceptable for use

Suggested
Environment
[o]

k4

CN Deter-

mination Use RadHard

alternatives if available,

S

DLR RADSAGA




DLR.de -

Chart 18

Risk Assessment for the Use of COTS

FMECA-based RHA approach: Example on a baseband processor

Step 4: Criticality analysis

&\

SEE Orbit LET threshold Limit cross- Events/day Events/day ID Orbit  Failure causes Failure effects SN| PN| DN CN
Type [MeV-cm?/mg] Se‘ﬁriﬂ‘ﬂ‘ (nominal)  (worst) BBP.1 LEO  SELsor high current permanent loss of 3 I
[cm?/bit;dev] states system functionality
SEL GEO  1.23 x 10! 2.98 x 104 5.02 x 1073 5.66 x 103 BBP.1  GEO 3122 12
SEL LEO 1.23x10™ 2.98 x 10~ 2.01 x107° 141 x 1073 BBP.2 LEO TIDs, longterm permanent loss of 3 | 1 | 2 -
CRAM GEO  1.00 x 1073 1.60 x 1077 1.36 x 108 3.23 x 1076 degradation system functionality
CRAM LEO  1.00 x 1073 1.60 % 1077 1.04% 1078 7.67 %1077 BBP.2 GEO 31212 12
BRAM CGEO  1.00 x 1073 5.31 x 1077 2.37 x 10®  5.80 x 106 BBP.3 LEO  SHEs, non- permanent loss of 3 | 0 | -
BRAM LEO  1.00 x 103 5.31 x 1079 1.83x 108 138 x 10°° recoverable state system functionality
i ; i - i - i _ BBP.3 GEO 31 0| -
OCM GEO  1.00 x 10~ 2.40 x 10~ 496 x 1078 1.38 x 1073
OCM LEO  1.00 x 10-2 2 40 x 102 434 x 10-®  3.96 x 10-5 BBP.4 LEO SEFls, recoverable temporary loss of 2 3 3
_ - . : . state system functionality
Sobel 1SS - 6.61 x 107° - 1.2 x 1072 BBP.4 GEO 21 3| 3
-0 —2
Processor 185~ - 5.70 < 10 - 14> 10 BBP.5 LEO SEU/MBU/SEFIs, temporary loss of 2 | 3 | 3
PhD thesis, source: Budroweit OS crash system functionality
BBP.5 GEO 2|1 3|3
BBP.6 LEO  SEU/MBU/SEFIs,  temporary loss 1| 3 |3
SW  thread/process of system-parts
crash functionality
BBP.6 GEO 1| 3|3
BBP.Total Average CN (LEO): 9.5
BEP.Total

Average CN (GEO):

W

7 O
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Risk Assessment for the Use of COTS

FMECA-based RHA approach: Example on a baseband processor

Step 4: Criticality analysis

N

1D Orbit Failure causes Failure effects SN PN DN CN
BBP.1 LEO SELs or high current permanent loss of 3 1
states system functionality
BBP.1 GEO 3 2
BBP.2 LEO TIDs, long-term permanent loss of 3 1
degradation system functionality
BBP.2 GEO 3 2
BBP.3 LEO SHESs, non- permanent loss of 3 0
recoverable state system functionality
BBP.3 GEO 3 0
BBP.4 LEO SEFls, recoverable temporary loss of 2 3
state system functionality
BBP.4 GEO 2 3 3
BBP.5 LEO  SEU/MBU/SEFIs, temporary loss of 2 3 3
OS crash system functionality e ey
BBP.5 GEO 2 3 3 p
BBP.6 LEO  SEU/MBU/SEFIs, temporary loss 1 3 3
SW  thread/process of system-parts
crash functionality
BBP.6 GEO 1 3 3 (2)
BBP.Total Average CN (LEO): 9.5
BBP.Total Average CN (GEO): 11.3

$ @ PhD thesis, source: Budroweit
D
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v

YES

Space-Q or
RadHard?

-~
A\

/
-

Radiation
Testing

COTS Device
Manufacturer

COTS Device
Manufacturer

Analysis Analysis
Manufact. Manufact.
Review Review

CN Deter-

mination

Manufact.
Review

150 9001

Process Monitoring
Obselence, counterfreit
Product traceability
Process information

Avaiblable gualification
levels (COTS+, MIL, EP)
Up-screen capabilities
Available information of
radiation tolerance

rd ~
r  Suggested \
v Environment ,—‘

——

o Acceptable for use

Use RadHard

alternatives if available,
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Radiation Testing on RFICs

RFIC - AD9361

[ Rx Channel 2 %9361

Rx Channel 1
. VDD_MAIN
Radio Automatic L Manual

* AD9361 Swiching {7 € Eome 5 -

RX2A_P, A A . A A .
* Based on 65nm CMOS s > l l y 3 09 a4 |08, IO
° ADC/DAC %EZE’ 'z‘ p HRZ | aoc ||| Hes || ez || WBt ||| Gain 1| FIR :
RX1B_P, - 5 VDD_GPO
. N | N \ J
e Anal Eg Technologies (e.g. Amps) z% _ [ e P R “*°={"'=.,, !
* Synthesizer RXIC N , \ ( T2
R Rig|ster xz:f I@(\/ ’z‘ p % < ADG |4 HB3 || HB2 || HB1 l Gain |+| FIR |2 GND 0
' g e
* State machine A\ o g A e PP
. L@ R . '
 Digital Interfaces 6@\‘\0 ¢ v
XTALP aseban = -
e* XTALN i:Dcxo_ pv @ 715M:ztob:4:omuz o o & PN and _._{
* SEE susceptibility Q 1@%"“‘“ i ol e
° S E LS Co((\ L IT) Tx 61.44 MSPS

* SEUs, MBUs \)e’(\
e SETs &°
« SEFIs o

xS

<

Nspi
7 1] ETRL —C
: E
Tx Interpolation

? 5
|
|
|
[,
Chil/a
Ch2l/Q

HB1

HB3

4 4
IRES
v 7 7 ]

Phase | RF Channel Bandwidth

\
| Splitter| 200 kHz to 56 MHz (1/Q) Digital Filtering and Equalization
A A
4 4 4 A r Al o
Ea || TR, || || ||
% % HB3 HB2 HB1 FIR
T T LE 3
4%

y AD9361, source: Analog Devices
Y - —
q

0 MSPS

32

3

¥
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Radiation Testing on RFICs

Total ionizing dose effects testing

TID Radiation Chamber

e Automatic test procedure that allows
detailed investigation: | |
e Current condition ‘
* State machine control | [ourer | [ oure
« RX/TX Amplifiers e F_T
* Mixer Lo s e
 Synthesizer/ADC/DAC
e Filter response _| ‘ ‘ |
¢ .. s - el B s
 AD9361 is installed on daughterboard ~ memereer l e 1 ]
(blue) and is not surrounded by other ™~ o
sensitive devices (good DUT isolation) I L S——
* Carrier-board interfaces DUT and ool foom PhD thesis, source: Budroweit

allows data access and controlling
(shielded by lead bricks)

2 O
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0.2

Current on power rall A for dlffarent ENSM modes

Radiation Testing on RFICs

Total ionizing dose effects testing

ALERT

Current [A]

- SLEEP

=)
o
o

e —

r.,m._‘-lub-‘d R—

-

1 -

h‘ﬂ..ﬁww -
Initlalization Vel

TDD (TX) [

m.mrm —

Iveotvan: 0 krad

VCCIV3A® : 85 krad

lyceryaa’ 180 krad

-0.05 - -
0 100

* Co-60 Source of HZB (Potsdam) and
X-Ray machine from CERN

e
o

500
Samples [kS]

600

700 900

Current on power rail B for different ENSM modes
T T

o
S
T

I
©
T

* Three tests in total:
e Co60:2015 + 2018

Current [A]
(=]
N
T

o

fajeatt TDD (TX)
v .

FDD
ALERT

l

I —

— vecivae? O krad

— Iveivag? 95 krad

lveervag' 180 krad

T 1

SLEEP

* Target dose: >190 krad(SiO2)
* Dose rate: 11.5 krad(SiO02)/h o

400 500 600
Samples [kS]

700 900

ion of the IMD (3rd and 5th) on TX1 at 1.60 GHz
T T T T

 Samples: 2
e X-Ray: 2019
e Target dose: 80Mrad(SiO2)

TX Intermodulation [dB]

1st at 0 krad
~ = = 3rd at 0 krad
5th at 0 krad
1st at 46 krad
— — —3rd at 46 krad
#— 5th at 46 krad
1st at 92 krad
— — —3rd at 92 krad
—#— 5th at 92 krad
1st at 141 krad

—|— — —3rd at 141 krad
- 5th at 141 krad
1st at 187 krad
— — —3rd at 187 krad
—*— 5th at 187 krad

* Dose rate: 4.1 Mrad(SiO2)/h

Altenuation [dB]

-4 -2

 Samples: 2

of the IMD (3rd and 5th) on TX1 at 2.40 GHz
T T T T

1st at 0 krad
~— |~ — —3rd at 0 krad
5th at 0 krad
1st at 46 krad
— — —3rd at 46 krad
#-— 5th at 46 krad
1st at 92 krad
— — —3rd at 92 krad
—#— 5th at 92 krad
1st at 141 krad
— — —3rd at 141 krad
#—— 5th at 141 krad
1st at 187 krad
— — —3rd at 187 krad
—#— 5th at 187 krad

7 O
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Attenuation on TX2 at 1.60 GHz

20
0 krad
——46 krad
o 92 krad =
141 krad
o 187 krad
.20
]
°
3
=
=3
g 40
<
-60
-80
-100 -80 -60 -40 -20 0
Attenuation [dB]
2 Attenuation on TX2 at 3.20 GHz
0 krad
46 krad
0 92 krad
141 krad
m 187 krad
220
o
=l
2
g -40
-60
-80
-100 -80 -60 -40 -20 0
Attenuation [dB]
2 Manual Gain on RX1 at 1.60 GHz
0 krad
46 krad
o 92 krad
141 krad
o 187 krad
= -20
[
o
2
b=
g -40
<
-60
-80
-20 0 20 40 60 80
Gain [dB]
10 Manual Gain on RX1 at 3.20 GHz
0 krad
-20 46 krad
92 krad
-30 141 krad
o 187 krad
=
o 40
]
2
= -50
£
<
-60
-70
-80
-20 0 20 40 60 80
Gain [dB]

Amplitude [dB]
IS
o

Attenuation on TX2 at 2.40 GHz

0 krad
— 46 krad
92 krad
141 krad
187 krad

-50
-60
-70
-80
-100 -80 -60 -40 -20 0
Attenuation [dB]
20 Attenuation on TX2 at 4.00 GHz
0 krad
46 krad i
0 92 krad ==
141 krad
o 187 krad
2 .20
)
=
2
g -40
-60
-80
-100 -80 -60 -40 -20 0
Attenuation [dB]
Manual Gain on RX1 at 2.40 GHz
0 krad
-10 46 krad
92 krad
20 141 krad
T 50 187 krad
o
E -40
=
E -50
<
-60
-70
-80
-20 0 20 40 60 80
Gain [dB]
10 Manual Gain on RX1 at 4.00 GHz
0 krad
-20 46 krad
92 krad
-30 141 krad
o 187 krad
k=3
o 40
°
2
3= -50
E
<
-60
-70
-80
-20 0 20 40 60 80
Gain [dB]
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Radiation Testing on RFICs

Single event effects testing

Single Event Effects testing performed under Proton and Heavy lon

* Proton: up to 190MeV (@KVI, Groningen, NL)
* Heavy lon: up to LET(efm = 125 MeV.cm¥’mg (@ UCL, Louvain la euve, BL)

Test board has been developed for this propose
Decapping required
Two samples tested

f.‘

Itk N

[§ . eyl 2 Aok e8|
i /.. -£,l“l,""-{-1.'.:‘l-,‘..~"

¥
¥
///

i

f4d

T 0 )
LI T L) 4
"“s“’, nr/

i
|

/10.3390/aerospace7020014, source: Budroweit
DLR 7
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Radiation Testing on RFICs

Single event effects testing

 Complex test setup and procedure (5o )
* Scrubbing of registers
* Functional validation R P |

Boot Initial
Configuration |

100

I
I
I
I
I r I
. |l o
I | b
* Independent RF Data evaluation (1Q Data) v ,
I P | I Start | | Start Run# » Start beam Stop beam |«
1 Ly < ,
* Automatic recovery 1 |captunng | | 1| | T | e
I I
I I |
| N ]
| A ! | v ! :
I I » Reboot
: Capture [Q- | | : Transmit data | | l -
. . N . Data on RX | A |
400 | 1 | FaulureI in If datalmth bounflarles ] [ ‘ : 187 | : via TX 182 | |
, ~= \\ R LN . — — —Lower Sinwave Boundary | | | | : v
300 - \ / \ — — — Upper Sinwave Boundary | | | | | | ) ] ]
\ / \ Soft 1Q Error | l | l : REIEEIEI F?er AL?E:_:,:PE
200 ! P |
| || I
| || Lo
! P! Lo
' P! I

Fluence
Achied?

Re-Init
uccessfull?

ADC Value

@,

| yes

-100 : yes
| h 4

200 [
f Stop Run#

-300 :

-400 ¥

Samples [#] End
/10.3390/aerospace7020014, source: Budroweit
+ 7 - B
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Radiation Testing on RFICs

Single event effects testing

500 RX Soft 1Q SEFl on DUT 1 (run 8 Kr 0°)
T

Examples of 1Q Failures / Signatures ] \l\,\l\l\‘ ,\,\I\ e

T

T T

ADC Value

-500
-80 60 80

soor : Soft: Event in PLL sumes

TX Hard 1Q SEFI on DUT 1 (run 9; Kr 43°)
2000 T T T T =

ADC Value

-1000 -

12

1500 a2

1000

-1500
500

0

2000 - 500

ADC Value

1 1 1 1 1
-100 -80 -60 -40 -20 0 20 40 60 80 100 -1000
Samples [#]

Soft: SEU in ADC

-1500

-2000 -

-2500 L L !
-80 -60 -40 -20 0 20 40 60 80

Samples [#]

Hard: Loss of IQ data
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Radiation Testing on RFICs

SEE Orbit LET threshold Limit cross- Events/day Events/day
Type [MeV.cm?/mg] section (nomi- (worst)
Single event effects testing [em?/bitidev]  nal). :
SEU GEO 1.00x107° 2.80 x 1078 223 x 1077 4.44 % 1073
SEU LEO  1.00x 1073 2.80 % 1078 130 1077 1.04 % 1079
. MBU GEO 1.00x107° 2.71 x 1079 2.76 x 1077 6.30 x 1077
L N (0] destructlve events MBU LEO  1.00x 1073 2.71 % 1079 2.01 x 1077 1.50 x 1077
SEFl.;, GEO  1.00x 107° 8.01 x 1076 1.30 x 1072 2.84 % 107!
L Ve ry good S E E res pO nse SEFL.;, LEO 1.00x 1073 8.01 x 1076 6.65 x 1071 6.56 x 1072
.. SEFL,; CEO 4.56 x 101! 1.00 x 1076 3.02x107% 3.091x10°°
L M a ny S E U S' Ofte N not critica I SEFLy,; LEO  4.56 x 10! 1.00 x 1076 1.04x 1078 1.03x 1070
. . . 1Qsoft GEO 1.00x 107 1.95 x 1073 1.46 x 1073 3.20 x 107!
L M aln |y recove red by re-co nﬂgu ration IQep  LEO  1.00x 1073 1.95 x 107° 7.68 x 1071 7.41 % 1072

IQhrda  CGEO 100 x 1073 1.25 x 1073 4.02x107% 8.70x10°?

* |1Q Failures: 50% hard,' 50% soft Q¢ LEO 100 107 1.25 x 107 211 x 1074 2.02 x 102
e Hard IQ Failure recovered by re-initialization

1D Orbit Failure causes Failure effects SN PN DN CN
RFIC.1 LEO SELs or high current permanent loss of 3 1 1 l
states system functionality
RFIC.1 GEO 3 1 1
* Res u Its p rese ntEd fo r H eavy I O n S RFIC.2 LEO TIDs, . long-term  permanent }055 ' of 3 1 2
* Proton response much lower (in order of ~10 events) RRIC2 GEO T ety l
* Performing the FMECA-based RHA results into a very low B e e s ety l
RFIC.3 GEO 3 0 -
Crltlca I Ity: RFIC.4 LEO SEFIs, recoverable temporary !05;5 ' of 2 2 2
. - RPICA CEO state system functionality ) ) , l
GEO (15yr) and LEO (2yrl 800kml SSO) rEference mISSIOn: RFIC.5 LEO SEUs/MBUs/SEFIs, corrupted data for 2 2 2
. oy e . invalid data transmission or re-
» Nominal conditions: YEARS for failure o t ception I
L5 2 2 2
> WO rst CO n d itio n S : DAYS fo r fa i I u re RFIC.6 LEO SETs, invalid data corrlfpt.e‘cql' data for 1 3 3 9
RFIC.6 GEO cepion 1 4 3 12
RFIC.Total Average CN (LEO):
PhD thesis, source: Budroweit ~ RFIC.Total Average CN (GEO):
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System-Level Verification

GSDR: Final system design

GSDR — System
I [ [ | |
Digital ba_seband Puwe_r ClGCk. SUP.EM.SIHE Digital front end RF front end
unit regulation generation circuit
RadHard coTS COTS +
RadHard
Baseband Data and control Memory
) RFIC
processor interfaces resources
CoTS RadHard CoTS COTS

e Hybrid system design of COTS and RadHard devices
» Verified and selected by the FMECA-based RHA approach
* An essential part of the system functionality is the software and
operating system:
* General functionality

e Control of system
. Detection of failures and recovery mechanism

DLR RADSAGA
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System-Level Verification

GSDR: System-level verification

Purpose of system-level verification:
e Different task forms the overall system functionality
* Single failures can cause functional losses
e Verification of failure detection and potentially recovery

For TID:
v" Co60-Source can be used (no limitation in space)

For SEE:

— Particle accelerators have only a narrow beam (<100mm diameter)
— Local irradiation (single devices or groups of the system)

— Failure propagation unclear

» How to test on system-level that exceed the narrow beam?

» What about multi-point of failures?

Possible solution for (soft) SEE:
v' CHARM - Mixed-Field Radiation Facility (Neutron, Protons, Electrons)

/ ‘\\ CHARM, source: CERN
L Y Z e - o n

\ q | | 3 g et 3 "

\ J,

DLR RADSAGA

System

Target configuration
NT - Empty

AlH - Aluminium Hole
Al - Aluminium

Cu - Copper

Movable shielding:
m 1 - Concrete
m2- [ron

3 - Iron

[M4 - Concrete

R3 R4 RS R6 R7 R8 RO

Omz2 [JPCint |:|M3

GO GOold
0 0
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System-Level Verification

GSDR: System-level verification at CHARM

e Similar differential flux compared to LEO mission (800km, SSA)

Differential flux vs. Energy

Differential flux vs. Energy
4 10

10% g '
Protons i
Pion

Meutron
— HEH
10%F Ll

-

o
[]
T

Differential flux [#/cm?/MeV/s]
Differential flux f#/cm?MeV/s]

10° ' 10
1 0-1 100 1 0_1
Energy [GeV] Energy [GeV]
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System-Level Verification

GSDR: System-level verification at CHARM

* Similar differential flux compared to LEO mission (800km, SSA) | [ . . | o [ []om {2
 2x GSDR prototypes (Rev B.) T M [l s
 Complete autonomous setup o T 12l e 2 - |
 Exchange of RF and digital data g | — Jo
e On-board data processing (e.g. for RF data) | I 2 e 8L |
 Overvoltage and current detection and protection L‘ém 2 | |, -
» System-Watchdog executes reset if heart-beat disappears s o
* Time-Out of command response (power-cycle)
« Soft-Watchdog (on program/application level) ke BN T kb
 Memory scrubbing (NAND boot device) power control
* RFIC verification mailbiCiabaN S M
DR o v Mux control
N |
VL s e oTmosmissen | Tmnsmsson | oo || ]
| |
D — —

Inside of CHARM

Rl T

Y
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System-Level Verification

GSDR: System-level verification at CHARM

Voltages vs. HEH eq fluence

e System(s) run with multiple tasks on request e
» HK-Data, RF-Data aqg., Spectrogram, ... ~ T
v No degradation of voltage and current due to TID 1000
v No SELs or destructive failures (not expected) I N A A R O O A
ofe . o 0 0.2 04 0.6 0.8 1 1.2 1.4 1.6 1.8 2
v’ Ability to perform self-recovery verified
- . - - Current vs. HEH eq fluence I
v 100% recovery from failure to valid system operation . -
» 95% of all failures were system crashes (Zyng + DDR3) 200 e
v" No interrupted boot-processes observed (process takes ~15sec) & oo
O 100 | — s
v" No invalid data on boot devices (NAND flash) o WY e, |
v" Minor errors observed on RFICs % oz 04 o o8 1 12 14 16 18 2
HEHeq fluence [cm?] «10M
% 21\4‘]{24%3 = E S 2 .
.. a) HEHeq: 1.02 107, TID: 0.00 krad(Si) _30dBm
— Data fly-by storage on SD-Card critical (SD-Card broken) R % mi
. b) HEHeq: 1.15 101, TID: 4.64 krad(Si
» SUTH#2 (partially) not able to response on requested tasks N - )
¢) HEHeg: 2,02 101, TID: 8.372 krad(Si) -,

~ PhD thesis, source: Budroweit
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d) HEHeq: 2.22

<10, TID: 9.25 krad(Si)
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System-Level Verification

GSDR: System-Level verification at KVI

* GSDR system has been irradiated to Proton (max. 190MeV)
* Two test campaigns

* Focusing on sensitive parts (Zynq, DDR3 SDRAM, NAND and
RFIC)
* Same configuration and software were used as in CHARM
(only exception: SD-Card removed)
* Fluence:
 GSDR Rev B.: 5.0 x 108#/cm?
 GSDRRev C.: 2.5 x 10°#/cm?

LR RADSAGA

GSDR. Rev C, source: Budroweit
N - -y - z - g T TS * . " |
q ’ o A R g L A e . . %}_ : s ¢
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System-Level Verification

GSDR: System-Level verification at KVI

* GSDR system has been irradiated to Proton (max. 190MeV) BT B —
* Two test campaigns e T
+ Focusing on sensitive parts (Zyng, DDR3 SDRAM, NAND and ¢ | | H — % )
RFIC) é 10 ; % 10 % i
* Same configuration and software were used as in CHARM | e E——
' Boomp R i IR S T omanomnann
(only exception: SD-Card removed) . R e o N s
* Fluence: "o o
e GSDR Rev B.: 5.0 x 108 H /sz () Self-recovered (b) Power-cycled
 GSDRRev C.: 2.5 x 10°#/cm?
* Comparable saturation of cross-section (for self- SEE  Orbit LET Limit Events/day Events/day
Type threshold  cross- (nominal) (worst)
recove ry) section
 ~1.9x 1078 cm?/device (proton #1) SEFIs;; GEO 7.00x 1071 218x107% 195x 1072  1.12 x 1070
o _8 5 . SEFlpc GEO 7.00 x 1071 1.57x 1077 1.32x 1072  6.97 x 102
° 2.6 x10 cm /deV|Ce (prOton #2) SEFlg,; LEO 7.00x 10T 218 x 107® 8.62 x 1072 3.50 x 107!
SEFIpc LEO  7.00x 1071 1.57x 1077 571 x107% 222 x 102

e 2.45x 1078 cm?/device (CHARM)
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Conclusion

* A new generic SDR platform has been proposed
* Design of a FMECA-based risk assessment approach developed
* Novel radiation characterization on the AD9361 RFIC
* Hybrid design of using COTS and RadHard devices
e System validation at CHARM
» Satisfying cross-section results (no heavy-ion assumed):
e ~1 self-recover event per day in GEO, ~8.5 days for LEO (worst case)
* Close cross-section saturation for self-recovery SEFIs for CHARM and KVI

Rev. A (2015) Rev. B (2018) Rev. C (2019)
v - T v

PhD thesis, source: Budroweit

DLR

RADSAGA



DLR.de « Chart 39

Generic Software-Defined Radio

Thank you
for your attention

German Aerospace Center (DLR)
Institute of Space Systems | Avionics Systems Department | Robert-Hooke-Str. 7 | 28359 Bremen

Jan Budroweit
Phone: +49 421 24420-1297 | Telefax +49 421 24420-1120 | jan.budroweit@dir.de

www.dlr.de/irs
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