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Evolution in a Connected World Requires an Open Edge

Internet of Things Edge Computing Trust Fabrics
2015 Now Future

Cloud/Network

On Premise |
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* “Connect” Era * “Compute” Era * “Confidence” Era
* Trusted Cloud Computing * Cloud-Native "Everywhere” * Interconnected Ecosystems
* Big Data * Artficial Intelligence * Ambient Computing
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Key Requirements

> Bare metal device onboarding and management at scale
Application/runtime deployment, update, and management at scale
On devices in remote locations

Don't introduce security issues

Run different applications/runtimes
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The Enterprise Cyber-Physical Edge Stack

Customer Business Outcomes

Cloud/DC
. Edge Software
THE
LJLINUX
Open source edge runtime
for ubiquity \

Edge Hardware

Machines & Assets
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Reduce outages

Improve Increase
predictability efficiencies
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EVE-OS: Edge Virtualization Engine

Infra Services Layer: Virtualize & Abstract Edge
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Sensors, Equipment, PLCs...




Project EVE Architecture

EVE-EVC API - config, status, metrics, logs

Edge Virtualization Engine Device

connectivity
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connectivity
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Remote instance
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Project EVE Architecture
EVE-EVC API - config, status, metrics, logs

Edge Virtualization' Engine
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Driver domain(s)

Device
connectivity
Instance
connectivity

TLS 1.2/1.3 OCSP stapling
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EVC sample:Adam Commercial EVC:

Project EVE Architecture
EVE-EVC API - config, status, metrics, logs
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Deployment Models

loT Data
Analytics
IT, ERP,
X
w Node
_I_
H - Node
scada alul
~ EVE
Hgfg\?vca)?e loT Edge Compute Node

* Extract data for local analysis / cloud

* No interference with existing setup

loT Edge
Router

e

S Storage
VOS5 Service

loT Edge Compute WAN/Internet

* Added security for current/legacy
and connect to new sensors loT

* Deploy a network proxy application

(e.g., MQTT)

e Secure apps with private networks

* Add app to update firmware of
legacy hardware
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Security
Appliance

% WAN/Internet

Network
Probe

Node IDS
~ EVE
SPAN
Node loT Edge Compute

PORT

* Deploy and manage security apps
e Add SPAN port collector to network

e @Gain visibility and monitor traffic with
network security apps (e.g. Nozomi)



EDEN — Go-based testing/modelling environment

e Framework/CLI for
managing EVE and

ADAM
infrastructure.

® Test binaries that can
be used to write test
scripts and detect
some specific EVE
states.
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Resources

> Project: https://www.lfedge.org/projects/eve/
> Whitepapers:
> architecture:
https://zededa.com/wp-content/uploads/2021/03/ZEDEDA-Architecture-

VWP-Feb202 | .pdf
> Security:
https://zededa.com/wp-content/uploads/202 |1 /03/ZEDEDA-Security-VVP-

Feb202 |.pdf
> EDEN Quick Start: https://github.com/If-edge/eden
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