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we suggest you improve your security.

sincerely,
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The bug in the industrial control software could leave power and manufacturing plants exposed.
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Do you think it's possible for the CERN LHC to be hacked?
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Shouldn't it have the same level of protections as a nuclear power plant? Yet I feel it probably does not...
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» Device crashed
» Sending specially crafted IP packet:
fragmentation re-assembly code to » FTP server crashed

rashed » Sending a too long command or argument

» PLCs are un-protected
» Can be stopped w/o problems (needs just a bit “googling”)
» Passwords are not encrypted
» Might even come without authentication

i
Siotan Liders: "Control S13 » Still allow for legacy commands

» HTTP server crashed

» Requesting a URL with too many
(e.q. “hitp//<IP>/cgi-bin/aaa.. aa

O prsamumarans Emerging Threats? Not really



Vulnerability Assessment of 900 loT Devices
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.= . Python wheel-jacking in cabiydisciosr
Backdoor prters: Please check the work notes.
[ ]
Do not install ¢
alfeady oy S u p p I y C h a I n a tt a C ks on package index located at
E:Eix/rlslbi::l‘ pypi.web.cern.ch/Jll pypi/simple/ contains many packages that
ﬁ ble to being hijacked in certain, very common situations.
tmf, Shachar Menashe, Tamir Bahar February 16, 2021
fr
d eone is installing one of these packages and is using pip like
Background - dependency confusion & dex-url=<your personal package index>" .
H 1
B| r'sans a tta C k sed like this, if it sees a package with the same name on both
exces) [ poses the one with higher version number. This becomes a
fr i
in Recently, a novel supply chain attack was published by security researcher Alex Birsan, eone claims the name for one of your Persornal pac.kages, on
| I: detailing how dependency confusion (or "namesquatting”) in package managers can be i bef.ore you do. That Per'son'can the'?J}'St give their
l misused in order to execute malicious code on production and development systems. gh version number, andfill it with a malicious payload. Then
to install your package will install the malicious package.
In short, most package managers such as pip and npm do not distinguish between internal

— | I packages (hosted on internal company servers) and external ones (hosted on public servers). Bfollowing package names on the public index (PyPi) on CERN's
d like to pass control of these packages to y'all.

has Thus, a simple command such as pip install my-package would happily grab my-package either
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fi
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Branches
Charts docker run --name mysql-dev-lc \
1 Taas -v $DATA_DIR:/var/lib/mysql \
07 Issues 0 9 -p 23306:3306 \
-e MYSQL_ROOT_PASSNORD= \
BB 11 Merge Requests 0 Contributors -e MYSQL_DATABASE= \
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Graph -e MYSQL_PASSNORD= \
& Members -d mysql \
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Exposure Dependencies
Threats Vulnerabilities Consequences
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“Computer SeCU rity” governed by OC5 @‘ ORGANISATION EUROPEENNE POUR LA RECHERCHE NUCLEAIRE

EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH
AI I C E R N Staff & use rS aS We II aS v‘ Laboratoire Européen pour la Physique des Particules
al I use rs of C E RN ,S European Laboratory for Particle Physics
computing facilities are bound to it OPERATION AL CIRCULAR N &
In first instance, you are responsible for | Issued by Human Resources Division

the Cyber'SeCUFity of your accounts, Computing and Network Infrastructure for Controls ...
devices, systems, software, . (CNIC) i
Violation of OC5 might lead to i
canctions SECURITY BASELINE FOR
cnic s INDUSTRIAL EMBEDDED DEVICES

Control System Cyber-Security
reg U | ated by the “CN IC” ABSTRACT A "Security Baseline” defines a set of basic security objectives which must

be met by any given service or system. The objectives are chosen to be pragmatic and
ABSTRACT o complete, and do not impose any specific implementation. Therefore, details on how
general IT-st these security objectives are fulfilled by a particular service/system must be

. adoption cost: documented in a separate “Security Implementation Document” [1]. These details
AI I Systel | lS S h O u Id fo | | OW th el r been that cor depend on the operational environment a service/system is deployed into, and might,
vulnerabilities  thus, creatively use and apply any relevant security measure. Derogations from the

H (11 H H 99 baseline are possible and expected, and must be explicitly marked.
respective “Security Baseline group has pro P

aroup has coordinated and put into action the implementation of these policies.

ps:/Icern.ch/ComputingRules
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1. Stay mainstream:
Do not reinvent the wheel. With the crowd, you benefit from the below.

Keep your system up-to-date: Be able to patch in reasonable time.

Kill all unnecessary services: Disable Telnet, FTP ...and run a local firewall.
Control remote access: Delete default accounts. Change default passwords.
Filter inputs: Every remotely provided input must be validated and sanitized!
Develop software securely: Don't trust remotely imported libraries & packages
Use encryption: ...for confidential information (e.g. passwords).

Understand dependencies: DHCP? NTP? SSO/LDAP/AD?

Have a plan: For updating. For business continuity. For incident response.
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10.Get training & let us help you:
https://cern.ch/security & Computer.Security@cern.ch

(| Bosemeetng) 10 Points to Consider
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