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e Tutorial time! Htare they reliapje
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https://hackaday.com/2017/03/24/retrotechtacular-tinkertoy-and-cordwood-in-the-pre-ic-era/
https://www.eevblog.com/forum/chat/qfn-dead-bug/

Pfff, driving, going down..
Time, time, time ~

015C

Why reliable? s
* Failed Zynqg Ultrascale+ MPSoC booting | g 4
. {
* Debugging - \
* Remote connection not always possible (';r‘f'-"
* Hardware in CMS service cavern is accessible >

* The reliable booting system can:
* Bring Zyng MPSoC to a well-known state!

 Aconsole that is responding o / h
* Accessible remotely B /;:,;/
£
* Recover from a failed boot, upgrade or running system . SEnQ
* Store the reason of the failure CERN building 4003
[ ]

Report the failure over email to the user

What?!
A failed boot?
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Zynq Ultrascale+ MPSoC

Zyng MPSoC booting process pacossing sysom 75

Application processing unit (ARM Cortex-A53)

Core 1 Core 2 Core 3 Core 4

* Non-trivial booting process with multiple processing units

* PMU and CSU run BootROMs Real time Platform Configuration czh?p?rtlzrggry

. processing management security unit

* APU runs bootloaders and Linux OS unit (RPU) unit (PMU) (CSU) E—
* Boot image on SD-card
* CSM DAQ has chosen to boot through the network (using TFTP + NFS) Programmable Logic (PL) / FPGA

Booting failures Running failures

Upgrade failures

Zyng MPSoC hardware Images on SD-card Network boot (TFTP server + NFS server)
i /7 FseL ATF N/
PMU BootROM > uste U-boot > .
( >—>< CSU BootROM / wst_smge Bootloader Aimwarted S Bootloady K Kernel boot Linux userspace
» Time

08-06-21 N. DZemaili | Reliable booting for Zyng MPSoC devices




Built-in failover mechanisms

CSU BootROM and FSBL

* Golden image search mechanism (CSU BootROM) & MultiBoot mechanism (FSBL)

* Mechanisms recover from failures by: Configuration security
« Validating boot header of the boot image unit BootROM _ -~
) . o +7  First-stage
Performing checksums on boot image partitions Boot image failures -* bootloader
e Using multiple boot images on the boot device
« B0O0TO@O1.BIN
BOOT@002.BIN i Invalid first-stage /.. lizati
BOOT@003.BIN Invalid bootloader ! Initialization
etc... boot g failures
. . . L header L’
* Switch to other image when image does not pass validation 7
/" Boot image
Missing boot ! partition
* Mechanisms can detect: image failure failures
* Missing boot image w
* Invalid boot header e : :
) . . —-T ARM trusted firmware image
e Corrupt image partitions (FSBL, ATF, U-Boot, PMU firmware) U-Boot image
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https://www.xilinx.com/support/documentation/user_guides/ug1085-zynq-ultrascale-trm.pdf#page=242
https://www.xilinx.com/support/documentation/user_guides/ug1085-zynq-ultrascale-trm.pdf#page=244

Built-in failover mechanisms

Watchdog timers

* Watchdog timers in the Zynqg MPSoC

e (CSU watchdog timer - Can reset the system when PMU firmware gets stuck
* Full Power Domain (FPD) watchdog timer - Canreset the APU when stuck
* Low Power Domain (LPD) watchdog timer - Can reset the RPU (not used)

e Can recover the Zynq MPSoC from:
* Programmable logic freezes the APU
* Failed kernel boot-up (Kernel panic)
* Broken U-Boot

* FPD/LPD watchdog timeouts interrupts are handled by the PMU firmware
* 60 seconds default timeout

* Timeout period can be changed using REC - OUT flag in the PMU firmware

We reconfigure the watchdog
timer timeout through U-Boot
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Built-in failover mechanisms

Watchdog timers Also requires some kernel,

. .. ] U-Boot and device-tree configuration
Enabling watchdog timer handling in PMU firmware: / 8
* Error management module (ENABLE_EM)

* Recovery module (ENABLE_RECOVERY) PMU firmware compilation flags
* CSU watchdog timer functionality (ENABLE_WDT)

Watchdog timer is initialized in the first-stage bootloader

PMU firmware will reset the Zyng MPSoC after watchdog timer expiry

Requires periodic servicing using a heartbeat service in Linux
* Created a systemd heartbeat service in Linux

» Xilinx provides an example watchdog servicing application
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https://xilinx-wiki.atlassian.net/wiki/spaces/A/pages/18841820/Zynq%2BUltraScale%2BMPSoC%2BRestart%2Bsolution#ZynqUltraScale%2BMPSoCRestartsolution-RecoveringfromaSystemHang

/yng MPSoC failure chart and fallbacks

Failures in System watchdog timer (built-in)

booting process

4 Crashkernel
Reliable booting (RelBoot) & Reliable upgrades (RelUpgrades) Kernel panics
and crashes
Network failures
Golden image search + MultiBoot (built-in) Linux booting failures
Kernel starting Corrupt firmware Kernel cgnfiguration
Boot image failures - images ‘ failures
Invalid first-stage . Firmware Deeviiee- Initramfs
bootloader Initialization failures o Image upgrade failures t.ree failures
partition failures
Invalid boot failures
header Missing boot image failure
Other failures
Power supply X .
fai Boot device failures
ailures
Zynq MPSoC internal Hardware failures
failures
on the board Zyngq MPSoC
Platform management Configuration security First-stage bootloader U-Boot Kernel boot Linux userspace booting process
unit BootROM unit BootROM
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https://indico.cern.ch/event/921378/contributions/3922420/attachments/2067310/3469652/2020-07-01_SoC_interest_group_-_crashkernel_presentation.pdf
https://indico.cern.ch/event/921378/contributions/3922420/attachments/2067310/3469652/2020-07-01_SoC_interest_group_-_crashkernel_presentation.pdf

BootROM
U-Boot starts «—— "7 "° e

+ FSBL
Reliable booting mechanism (RelBoot)
Watchdog
« Fallback for booting failures Boot counter exceeded / mer reset
* A boot counter to detect multiple failed boot attempts Network check failed ?
* In case of multiple failed boot attempts, performs a Yes No

fallback boot from a backup image

Network failures result in direct booting from the backup M N
* Added as custom U-Boot script TETP server

> _
iajnIDéSra I Image.ub
. . Image
* Uses backup Linux images on SD-card Backup images System.dtb

* Switches to backup Linux images after detecting a failure
* Local root filesystem on SD-card or ramdisk

+ local rootfs uEnv.txt

[Part 1| BOOT.BIN ]
Kernel
backup Kernel Kernel freezes
Part 2 | + DTB + rootfs
boots-up

* Added custom daemon in Linux (RelBoot & RelUpgrades daemon)
* Detects if system was booted using backup images
* Notifies user through email

e |If network is available

NFS server

RelBoot daemon
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Reliable upgrade mechanism (RelUpgrades)

Used for TFTP file retrieval check

* Implements an upgrade system (assuming TFTP boot)
* Can protect against upgrade failures bftdummy/
* Supports kernel, device-tree, and ramdisk upgrades | — fim\:ar‘e_vegsiin; Separate dir for OS versions
* Support for FPGA firmware and OS upgrades are coming Eniﬁgggv )
— earlykdump-ramdisk.img
— image.ub
« Extension in Reliable booting (RelBoot) U-Boot script [ Systen-dth
* Detects new versions on boot device L— version o o
. | trenz_rb v2.0 Symbolic links pointing to
* Attempts upgrades automatically 1.0 0S version
* Rolls back to previous version automatically after multiple — V2.0
failed upgrade attempts using a counter. —— zcul@2_backup_ver
— zcul@2-1ab40-r01-33
—— boot_backup -> ../firmware_versions/zcul@2 backup_ver/
. — boot_current -> ../firmware_versions/v1l.2/
* RelBoot & RelUpgrades Linux daemon - [boot_new ~> ../firmware_versions/v2.0/ |
* Detects if an upgrade was started during booting Created when wanting to upgrade

* Notifies user of upgrades
* Finishes upgrade by updating files on boot device automatically
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RelBoot & RelUpgrade features

RelBoot and RelUpgrades are part of U-Boot booting script

* Created using HUSH scripting language
* Can be enabled/disabled

Reliable booting system supports different bootmodes —— Ability to configure primary and secondary bootmode
* SD boot
 TFTP boot
e QSPI boot support (planned)

SanDisk

TFTP server Ultra I

Image.ub
Image

System.dtb
uEnv.txt

Backup images
B + local rootfs

Support for 3 boot image sets E

1. Image.ub format x___~
2. Separate kernel and device-tree images (Image + system.dtb)

3. Separate kernel and device-tree images + ramdisk (Image + system.dtb + ramdisk.img)

* uEnv.txt support on TFTP server
* Makes booting procedure more configurable for the user

* File is easy to change remotely » Even when the board is off
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https://indico.cern.ch/event/996093/

Implementation of RelBoot & RelUpgrades

U-Boot environment

* Script is compiled into the U-Boot binary
e Added using the CONFIG_EXTRA_ENV_SETTINGS option
* Script is saved in the U-Boot environment on QSPI flash during installation

* U-Boot environment contains configuration values to enable/disable features of the booting script

e System can be configured through

* RelBoot & RelUpgrades daemon configuration file » | # cat /etc/relboot.d/relboot. conf
enable_ relboot 1
* uEnv.txt file on TFTP server enable_relup 1
boot_attempts 3
° I\/Ianually currentver_fw_dir boot_current
newver_ fw dir boot new
* U-Boot CLI (console) backup_dir boot_backup
* Linux terminal (using U-Boot firmware utilities) primary_bootdev tftp_boot
secondary_bootdev sd_boot
mmc_blkpart 0:2
img_type sep_img_ramdisk
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#define CONFIG_EXTRA_ENV_SETTINGS \
SERIAL_MULTI \

M CONSOLE_ARG \
ing custom RelBoot and Re rade| ire
DFU_ALT_INFO_MMC \
PSSERIALO \
. . . . "nc=setenv stdout nc;setenv stdin nc;\0" \
"ethaddr=\0" \
-BOOL SCriIptLs In FeltaLlinuXx projects
"importbootenv=echo \"Importing environment from SD ...\"; " \
"env import -t ${loadbootenv_addr} $filesize\@" \
"loadbootenv=1oad mmc $sdbootdev:$partid ${loadbootenv_addr}
${bootenv}\0" \
"sd_uEnvtxt_existence_test=test -e mmc $sdbootdev:$partid

e Currently using Petalinux 2019.2 JuEmvexe’
"if run sd_uEnvtxt_existence_test; then " \
. . . "run loadbootenv; " \
) Addlng blg U_Boot Scr|pts to macro "echo Loadeg envir‘onmer\]t from ${bootenv}; " \
"run importbootenv; "
CONFIG_EXTRA_ENV_SETTINGS can be a headache!! it test B N then
"echo Running uenvcmd ...; " \
* Very unreadable > g " senvend; *
"autoload=no\@" \
"sdbootdev=0\0" \
"clobstart=0x10000000\0" \
"netstart=0x10000000\0" \
* Developed Scriptadder tool Toadudir-oiooosnoaer \ |
"boot_img=BOOT.BIN\@" \ ) .
« Allows script code in a separate file boatanvetariepioasonar \ ) Lo - mENT A

"eraseenv=sf probe @ & & sf erase ${bootenvstart}

* Allows you to define “functions” in an easy way ${bootenvsize}\e® \

"jffs2_img=rootfs.jffs2\0" \

. "load_jffs2=tftpboot ${clobstart} ${jffs2_img}\e" \
* Parses the script code and "sd_update.jFfs2-echo Updating jFs2 from SD; " \
" mmcinfo && fatload mmc ${sdbootdev}:1 ${clobstart}
* Translates “functions” into environmental variables for U-Boot e e penes todt oo ss st erase $(jffszstart)
9 o o ${jffs2size} && " \
» Adds formatting and inserts tabs for easy reading later TISERTEET ™ o8 write ${clobstart) ${jffsastart] ${filesizeNo" \
Yy
. . "kernel_img=image.ub\@" \
* Adds it to macro CONFIG_EXTRA_ENV_SETTINGS in platform-top.h L 'loadkernelstfiphoot {clobstart) ${kernel ingh\o" \

<petalinux-project>/project-spec/meta-user/recipes-bsp/u-boot/files/platform-top.h
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Adding U-Boot scripts to CONFIG_EXTRA ENV_SETTINGS

Using Scriptadder and function macros

U-Boot script defined in a separate file using
Scriptadder function macro:

1  @UENV_FUNC test_func()

2 A

3

4 echo “Hello world!”;

5 echo “This is U-Boot with added reliability”;
6

7 flag=1;

8 if test flag = 1; then

9 echo “The flag is one”;
10 fi;

11 }

~

Output in CONFIG_EXTRA_ENV_SETTINGS:

1 "test_func= \n" \

2 "\techo \"Hello world!\"; \n" \

3 "\techo \"This is U-Boot with added reliability\"; \n" \
4 "\t oAnT O\

5 "\tflag=1; \n" \

6 "\tif test flag = 1; then \n" \

7 "\t\techo \"The flag is one\"; \n" \

8 "\tfi; \n\o@" \

Output in U-Boot: 1

ZyngMP> printenv test_func
test_func=
echo “Hello world!”;
echo “This is U-Boot with added reliability”;

flag=1;

if test flag = 1; then
echo “The flag is one”;

fi;
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SECOND EDITION

Tutorial time!

Install Reliable Booting services on root filesystem
Show configuration of RelBoot and RelUpgrades

Add Reliable Booting system to PetalLinux project and U-Boot

el ORI

Testing the reliable booting system
* NFS-server not available
* Kernel image checksum failure in U-Boot

e System service causes kernel crash Tutorial

S
v

By: Nekija Dzemaili
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Thanks for listening!!!

e GitLab repository + guide:
https://gitlab.cern.ch/hardware/zynq/zyng-relboot

e Detailed documentation:
https://cds.cern.ch/record/2763095

THANKS FOR LISTENING
®0 oo

* Contact for questions:
e-mail address: nekija.dzemaili@cern.ch

Q o
TANY, QUESTION
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mailto:nekija.dzemaili@cern.ch

Backup slides
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Built-in failover mechanisms

CSU BootROM and FSBL

* Golden image search mechanism (CSU BootROM)
» Searches for “XLNX” identification string in the boot header of the boot image

* Checks the validity of the boot header using checksum (requires checksum attribute in BIF file)
* If nothing is found:

* Try to search for another boot image
* Increment the offset value in CSU_MULTI_BOOT register
» Offset the search address by 32 kB (Using QSPI/NAND flash)

* Convert offset value to string and concatenate with BOOT.BIN filename ——— B00T@001.BIN  (Using SD/eMMC)
BOOT@©02.BIN
BOOT@©03.BIN
BOOT@©04 .BIN
* MultiBoot mechanism (FSBL) BOOT@@05 . BIN

Etc...

* Validates the rest of the boot image

* Increments CSU_MULTI_BOOT register when a failure is detected
* Performs system reset

* CSU BootROM will try to load another image
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https://www.xilinx.com/support/documentation/user_guides/ug1085-zynq-ultrascale-trm.pdf#page=242
https://www.xilinx.com/support/documentation/sw_manuals/xilinx2020_2/ug1283-bootgen-user-guide.pdf#page=170
https://www.xilinx.com/support/documentation/user_guides/ug1085-zynq-ultrascale-trm.pdf#page=244

Binary Image Format

Checksum attribute

» BIF files specify the layout of the boot image
* Used by Bootgen utility to generate the boot image

* Enabling checksumming for FSBL and other image partitions:

the ROM image:
{
[bootloader, destination cpu=a53-0, checksum=SHA3] zyngmp fsbl.elf
[pmufw_image, checksum=SHA3] pmufw.elf
[destination cpu=a53-0, exception level=el-3, trustzone, checksum=SHA3] bl31l.elf
[destination cpu=a53-0, exception level=el-2, checksum=SHA3] u-boot.elf
) r

* You have to include the checksum attribute
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https://www.xilinx.com/support/documentation/sw_manuals/xilinx2018_2/ug1283-bootgen-user-guide.pdf#page=33

Enabling watchdog timer support for Linux

Kernel and device-tree configuration

* Enabling the watchdog drivers in the kernel menuconfig:

Device Drivers --->
[*] Watchdog Timer Support --->
[*] Disable watchdog shutdown on close
<*> Xilinx Watchdog Timer
<*> Cadence Watchdog Timer

* Watchdog node in device-tree is normally defined in zyngmp.dtsi provided by Xilinx.

e Changing parameters for the watchdog node using the meta-user layer and system-user.dtsi:

&watchdogo {
status = "okay";
reset-on-timeout;
timeout-sec = <60>;

}s
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https://github.com/Xilinx/linux-xlnx/blob/master/arch/arm64/boot/dts/xilinx/zynqmp.dtsi

Example boot device setup for RelBoot

Secondary boot device Primary boot device
SD-card partition 1 TFTP server
BOOT.BIN boot
BOOT0001.BIN — dummy
BOOT0002.BIN — firmware_versions
BOOT0003.BIN — trenz_rb v1.0
BOOT0004 .BIN — Image
— earlykdump-ramdisk.img
— image.ub
SD-card partition 2 — system.dtb
— UEnv.txt
bin — version
boot — trenz_rb_v2.0
|— firmware_versions — v1.2
| L— zcu1@2_backup_ver — v2.0
L — zcu1@2-1ab40-re1-33 L— zcu102_backup_ver
I—| boot_backup -> ../firmware_versions/zcul®@2_backup_ver/| — trenz-1lab40-r02-boardol
dev L— boot_current -> ../firmware versions/trenz_rb/v2.0/
etc — zcule2-1lab40-ro01-33
home '— boot backup -> ../firmware_versions/zcul®2 backup ver/
1ib L— [boot_current -> ../firmware_versions/v1.2/|
1lib64
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